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“ KpaTkoe copepXXaHue

User-Agent (IlpoBepka boToB)

Bnoknposka 60ToB B PHP ocyllecTBAsieTCs nyTeM NpoBepkn cTpokn User-Agent B 3anpoce $
_SERVER['HTTP_USER_AGENT'] n npepbiBaHWs BbINOAHEHUS CKPUNTa, ecnn obHapyXeH BpeA0HOCHbIN
poboT. N9 3alnTbl PEKOMEHAYETCS MCMONb30BaTb MAaCCMB U3BECTHbLIX 6OTOB, NPOBEPSATHL MX B
Havane anna (HanpuMep, Yepes Xyk) 1 ncnonbL3oBaTh die() unum exit() Ana 3akpbITUA 4OCTyNa
OcHoBHon MeTog (PHP) NobaBbTe 3TOT KOA B Havase Bawunx PHP-ckpunToB.:

block bot.php

block_bot.php

<?php
function blockBots
$botListFile $ SERVER|[ 'DOCUMENT ROOT' "/botlist.txt'

// TIpoBEPKa CyLLecTBOBaHUA ania
file exists($botListFile

// YTeHne cnncka 60ToB

$badBots file($botListFile, FILE IGNORE NEW LINES
FILE SKIP EMPTY LINES

$userAgent $ SERVER[ 'HTTP USER AGENT'] ?? "'

$badBots $bot
// UIrHopupyemM KOMMeHTapuun B thanae, eCiv OHM eCTb (Ha4YnHaKTCA C #)
strpos(trim($bot "#

stripos($userAgent, trim($bot false
// bnokupoBka: otrnipasssem 403 v 3aBepLuaemM paboTy
header('HTTP/1.0 403 Forbidden'
exit('Access Denied'

blockBots
?>
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botlist.txt

BadBot
Scanner
SiteCrawler

Bbnokuposka no IP
block.php

block.php

<?php
// TlyTb K ¢havisly YepHOro crnmcka
$blacklistFile 'blacklist.txt'

// Mony4aem IP nocetutens
$visitorlIp $ SERVER|[ 'REMOTE_ADDR'

// YnTaem ¢pavin B MaccuB, yaasss NepPeHoChl CTPOK

file exists($blacklistFile

$blacklist = file($blacklistFile, FILE IGNORE_NEW LINES
FILE SKIP EMPTY LINES

// [lposepsem, ectb in IP B cnvcke
in array($visitorIp, $blacklist
header('HTTP/1.0 403 Forbidden'
die('OocTyn 3anpeLyeH.’

// ... OCTaJIbHOW KoJ4 cauiTa
"[lobpo noxanosaThb!"
?>
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blacklist.txt

blacklist.txt

192.168.1.1
10.0.0.5
172.16.0.100

MpoBepsiem bpaysep

~ e wwoss.ru/block/block_ip.php *® + — O *®
c 25 localhost/block_ip.php g = a & 0 &, @ 3aseplmTs 0BHOEREHME

185.219.157.127
JocTyn zanpemes

lonosiHeHMa n ®annbl

e blacklist.txt
e ipsum.txt
e botlist.txt
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