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PekomeHpauuu Mozilla Foundation no
0e3onacHoctu 2019-21

YassumocTu besonacHocTtu ucnpasneHsbl B Firefox 68

ObbsBneHo 9 niona 2019 r.
BaunsiHne Kputrnyeckun
MpoaykThl Fire Fox
NcnpasneHo B Paepdokc 68

CVE-2019-9811: Bbixoa U3 NeCOYHULbl NOCPEenCTBOM
YCTaHOBKU BPeAOHOCHOIo A3bIKOBOro nakera.

PenopTep Huknac baymctapk BavsaHue Bbicokmin OnuncaHune B pamkax csoen nobeamsien paboTtobl Ha
Pwn20wn Huknac baymcTapk NnpoAeMOHCTPUPOBa BbIXOA U3 «NeCOYHULbI», YCTaHOBUB
BPELOHOCHbLIN A3bIKOBOW MaKeT, a 3aTeM OTKPbIB PyHKLMIO Bpay3epa, KoTopas Ucnosib3oBasa
CKOMIMPOMETUPOBAHHbLIN NEPEBOL.

PekomeHpaumm Owmnbka 1538007 Owmbka 1539598 Owmnbka 1539759 Owmnbka 1523741 Owmbka
1563327

CVE-2019-11711: BHeapeHUe CKPpUNTOB B A,OMEH
nocpeancTBOM MOBTOPHONO UCMOJZIb30BaHUA BHYTPEHHero
OKHa.

PenopTep bopwnc 36apckuin BansHne BbiCOKMn OnmncaHmne MNpy NOBTOPHOM MCMOJIb30BaHNN
BHYTPEHHEro OKHa He y4uTblBaeTCs ucnosb3oBaHne document.domaingns 3awmTbl OT
NepeKkpecTHOro NPoONCXoXXAeHUs. Ecam cTpaHuubl B pa3HbIX NOALOMEHaX Koraa-mbo COBMEeCTHO
ncnonb3ytoT document.domain, To noban cTpaHMLa MOXXET 310ynoTpebnTb 3TUM, 4TO0bbI BHEAPUTL
CKPUNT B NPOM3BOJIbHbIE CTPaHWLbI B APYrOM NOALOMEHE, AaXe B Te, KOTOpble He NCMOoJb30Banu
document.domaingns ocnabneHna 6e30MacHOCTM CBOEr0 NPOUCXOXAEHNS.

PekomeHpauum Owmnbka 1552541

CVE-2019-11712: POST-3anpocCbl MeXay UCTOYHUKaMU
MO>KHO BbIMOJIHATb C NOMOLLbIO NOAKJIIOYaeMbiX MOAYNEN
NPAPI, cnenysa 308-M nepeHanpaB/ieHUAM.

PenopTtep Mperopn Cmannm n3 Security Compass BnmsaHue sbicokuit OnncaHune 3anpockl POST,
coenaHHble nogknodaeMbiMm Mmoaynsamm NPAPI, Takumu Kak Flash, koTopble nony4aloT oTBeT
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nepeHanpasseHunsa co ctatycom 308, moryT obontn TpebosaHns CORS. 3T0 MOXET N0O3BOSINTh
3/10YMbILUNEHHWKY BbINOMHUTbL aTaky C NogaesIkon MexxcanTosbix 3anpocos (CSRF).

PekomeHpauun Owmnbka 1543804

CVE-2019-11713: ucnosab30BaHue nocJsie ocBo0oXaeHus C
K3LWUPOBaHHLIM NOoTOKOM HTTP/2.

PenopTep XaHHO BEk BnnsaHune Bbicoknin OnncaHue YS3BMMOCTb UCMOJIb30BaHNUS Nocie
0CBOBOXAEHNA MOXET BO3HUKHYTb B HTTP/2, Korga K3WwWmnpoBaHHbI NOTOK HTTP/2 3aKpbiBaeTCs,
MOKa OH eLle UCNOob3yeTCs, YTO NPMBOAMUT K NOTEHUMANbHO onacHoMy cboto.

PekomeHpauum Owmnbka 1528481

CVE-2019-11714: NeckoChild moxxeT Bbi3BaTbh COOM npu
[OCTyne BHe OCHOBHOro NoToKa.

PenopTep XaHHO BEK BnnsHne ymepeHHsoin OnncaHne Necko MoXXeT NoayyYnTb AOCTYN K fOYEPHEMY
3/1eMEHTY B HenpaBWbHOM noToke Bo Bpems UDP-coeamHeHnin, 4TO B HEKOTOPLIX C/yYasx MpMBOANT
K MOTeHUManbHO onacHomy cboto.

PekomeHpauumm Ownbka 1542593

CVE-2019-11729: nycTbie uAu HenpaBUbHO
cpopMupoBaHHbIe OTKPbITbie Kaouu p256-ECDH moryT
Bbi3BaTb OLUMOKY CerMeHTauum.

PenopTep VloHac AnnMaHH BansHue ymepeHHbii Onuncanue MNycTbie nan HenpasuabHO
CchopMUPOBaAHHbBIE OTKPbLITLIE K04 p256-ECDH MoryT Bbi3BaTb OLWMOKY CErmeHTauumm n3-3a
HenpaBUIbHON O4YUCTKM 3HAYEHUI Nepen KONMPOBaHWEM B NaMSATb U MCMOJ/Ib30BAHNEM.

PekomeHpauuu Owmnbka 1515342

CVE-2019-11715: owunbKa cMHTaKcuMuyeckoro aHanusa HTML
MO)XXeT cnocobcTBoBaTh XSS KOHTEHTA.

PenopTep JInHyc Capyn BnnsHue ymepeHHbin OnncanHune M3-3a owmnbkm npm CMHTaKCUYECKOM
aHaNn3e CoAepPXMMOro CTpaHuLbl NpaBuibHO 06paboTaHHLIN NOb30BATENIbCKUIA BBOA MOXET ObIThb
HenpaBWIbHO NCTOJIKOBAH W Npu onpegeneHHblX 06CToATeNbCTBaX NPUBEAET K BOSHUKHOBEHWIO
yrpo3 XSS Ha Beb-canTax.
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PekomeHnpauum Ownbka 1555523

CVE-2019-11716: globalThis He nepeuucnseTcsa o Tex nop,
NnoKa K HeMy He byaeT nosay4yeH [ocTyn.

PenopTtep Kpuc XakunHr BavsaHue ymepeHHbin OnucaHvne [o Tex nop, noka K Hemy He ByaeT ABHbIN
[OCTYN CO CTOPOHbI cueHapus, window.globalThisoH He sBnseTCA NnepevyncanmeiM 1, Kak CneacTsume,
He BUAeH A5 Takoro Koga, kak Object.getOwnPropertyNames(window). CanTbl, pa3sepTbiBatoLLme
NeCcoYHMLY, 3aBUCSALLYIO OT NepeyvncneHns n 61oKNpoBKKN JoCTyna K 06beKTY OKHa, MOryT
NPONYCTUTb 3TO, YTO NO3BONSET 0OXOANTbL NX MECOYHMULLbI.

PekomeHpauuu Owmnbka 1552632

CVE-2019-11717: CuMBOJ1 BCTAaBKU HENpPaBUJIbLHO
3KpaHUpPOBaH B UCXOAHOM Kopae.

PenopTep TancoH CMuT BansiHne ymepeHHbin OnvncaHme CywecTByeT yA3BMMOCTb, NPU KOTOPOK
CMMBOJ1 KapeTKn («”») HenpaBuJIbHO 3KpaHMpPYyeTCs Npu co3gaHnm HekoTopblix URI, NOCKONbKY OH
MCNONb3yeTCs B KAYeCTBe pasfesiTens, 4To No3BONSAET noamenaTtb aTpubyThl MPONCXOXKAEHMNS.

PekomeHpauun Owmnbka 1548306

CVE-2019-11718: nOTOK aKTUBHOCTM 3anucCbiBaeT
HeCaHKLMOHUPOBAHHbIN KOHTEHT BO BHyTpeHHun HTML.

PenopTtep Mapk baHHep BansiHne ymepeHHbin OnucaHme JIeHTa akTUBHOCTU MOXXeET oTobparkaTb
KOHTEHT, OTNpaB/ieHHbIN C Beb-canTa ciyXObl (hparMeHTOB. ITOT KOHTEHT 3anuCbiBaeTCA Ha
innerHTMLCTpaHULy NeHTbl aKTUBHOCTM 6€3 04MCTKM, 4TO obecneymnBaeT NOTEHUMAsbHbLIA AOCTYN K
ApYyron nHopMaumm, SOCTYNHOW A1 IEHTbl aKTUBHOCTM, TaKoW Kak UCTOPUSA NPOCMOTPOB, eCcin
cny>xba Snipper 6bl1a CKOMMPOMETNPOBAHa.

PekomeHpoaunm Owmnbka 1408349

CVE-2019-11719: YTeHue 3a npepesiaMu rpaHul, npu
MMnopTe 3aKpbiToro knw4va Curve25519.

PenopTep leHpu KoppuraH-r'mbbc BansHme ymepeHHbin OnmucaHme MNpu umnopTe 3aKpbITOr0O KoYa
Curve25519 B popmaTe PKCS#8 ¢ Begywmmn bartamm 0x00 MOXKHO MHMLMMPOBATL YTEHME 3a
npenenamu rpaHul B bubnnoteke Network Security Services (NSS). 9To MoOXeT NpuMBeCTM K
PaCKPbITUIO NHGOPMaLIUN.

PekomeHpauun Owmnbka 1540541
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PenopTep Pakew MaHe BansHune ymepeHHbin OnucaHne HekoTopble cMMBobl KOHMKOAA
HenpasuabHO 0bpabaTbiBalOTCA Kak Npobenbl BO BpeMs aHasim3a Be6-KOHTEHTa BMeCTO TOro, 4Tobbl
BbI3blBaTb OWMOKM aHanm3a. 3To N03BONSAET 3aTeM obpabaTbiBaTbh BPeAOHOCHbIN KO, n3beras
(bunbTpaumm MeXxcanToBOro CKpunTumHra (XSS).

PekomeHgauum Owmnbka 1556230

CVE-2019-11721: MNoaMeHa pOMeHa C NOMOLLbIO JIATUHCKOro
cuMmBona «kra» B lOHuKoAe.

PenopTep AHOHUMHbLIN BnnaHue ymepeHHbin Onncanune JTaTUHCKUn cumson «kra» B KOHMKOLE MOXXHO
MCNONb30BaTb ANS NOAMEHbl CTaHAAPTHOrO CUMBOa «k» B aApeCcHON CTpoke. ITO No3BosiseT
NPOBOAMTL aTakKW No NoAMeHe AOMeHa, MOCKObKY OHU He 0TobpaXkatoTcs B BUAe TekCTa B popmaTte
Punycode, 4TO NpMBOANT K NMyTaHULE MOJsib30BaTeNeN.

PekomeHpoaunm Owmnbka 1256009

CVE-2019-11730: nosiMTUKa OAUMHAKOBOIro NPOUCXOXAEeHuUs
paccMaTpuBaeT Bce (pasibl B KaTasnore Kak mMmelouwiue
OAMHAKOBOE NMPoUCXoXaeHue.

PenopTep Jlynoxu ybenno BavaHue ymepeHHbin Onucanune CywecTByeT yA3BUMOCTb: eCu
Nosib30BaTe/lb OTKPbIBAET JIOKa/IbHO COXpaHeHHbIn HTML-thain, 3TOT (ai MOXET UCNOoJIb30BaTb
file:URI ona gocTtyna K Apyrum hannam B TOM XXe KaTasiore uian nogkaTasnorax, eciii UMeHa
N3BECTHbI UK yrafdaHbl. 3aTem APl Fetch MOXKHO MCMONb30BaThb A5 YTEHMSA COAEPXKMMOro NobbIX
(hannoB, XpaHALWMXCS B 3TUX KaTanorax, h UX MOXHO 3arpy3uTb Ha cepsep. Jlynaxu N'ybenno
NPOLAEMOHCTPUPOBAI, YTO B COYETAHUMN C NOMYASPHLIM NPUIOKEHNeM A5 obMeHa coobLieHnamm
Android, ecniv nonb3oBaTeNo OTNPaBAEHO BpeaoHOCHOe HTML-BIOXKEHMe 1 OH OTKPbIA 3TO
BnoxeHue B Firefox, 6narogaps npeackasyemomy WwabnoHy 3TOro NpuIoXKeHns a5 JI0KaJibHO
COXPaHEHHbIX UMeH (haisIoB MOXKHO NPOYUTaTh BJIOXKEHUS. NOTepresLlas nojyymna ot Apyrux
KOPPEeCnoHAEHTOB.

PekomeHpaumn Owmnbka 1558299

CVE-2019-11723: yTteuka paunoB cookie BO BpeMsa 3arpyskKu
HaACTPOMKM Yepes rpaHuLbl HaCTHOro NPocMoTpa.

PenopTtep AHfpeac BarHep BansiHme Huskum OnucaHve Bo Bpems yCTaHOBKU HAACTPOEK CyLlecTByeT
YyA3BUMOCTb, U3-3a KOTOPOMN NpW NepBOHaYa bHOW BbIBOPKE MTHOPUPOBAANCL aTpubyThl
MPONCX0XKOEHNA KOHTEKCTa NPOCMOTPa. ITO MOXKET NPUBECTU K yTeuke ainsioB cookie B pexume
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MPWUBATHOrO MPOCMOTPA WM B Pa3HbIX «kKOHTENHepax» ANS NI0AeN, UCNOoNb3YIoLWmMX Beb-paclumpeHme
Firefox nna HECKOJIbKMX y4eTHbIX 3annCen-KOHTENHEPOB.

PekomeHpaumm Ownbka 1528335

CVE-2019-11724: yctapeswui caut input.mozilla.org umeer
pa3peLleHUs Ha yaaJsieHHOe yCTpaHeHue Henonapok.

PenopTtep ®penepuk bpayH BansiHme H1u3kum OnucaHune PaspelleHns A8 NpUIoXeHni
NpeLoCTaBNAOT AOMNOHUTENbHbIE Pa3pelleHns Ha yaaneHHoe yCTpaHeHe Henonagok As1a canTa
input.mozilla.org, KOTOpbIA 60/bLLIE HE NCNOMIb3YETCA 1 TeNepb NepeHanpaBAfeTCs Ha APYron CanT.
3TO AOMNONHUTENIbHOE pa3peLleHmne He ABNAETCA He0OX0AUMbIM W ABASETCA NOTEHUNabHbIM
BEKTOPOM BPEeAOHOCHbIX aTak.

PekomeHpauun Owmnbka 1512511

CVE-2019-11725: pecypcbl Websocket obxopaT 3awurty
©e3onacHoro npocmoTpa.

PenopTep AHgpen BanaHue Hu3kun OnncaHne Korga nonb3oBaTesb NEPEXOOMT Ha CalT,
OoTMeYeHHbIn APl 6e3onacHOro NpocmMoTpa Kak Hebe3onacHbln, 0TobpaXkalnTCca npeaynpexaanLme
Co0bLLEHNSA 1N HaBMIraLMa NPepPbIBAETCSA, HO PeCypPChbl C TOFO XXe CanTa, 3arpy>XeHHble yepes Beb-
COKEeTbl, He BIOKMPYIOTCSH, YTO NPMBOAUT K 3arpy3ke Hebe3onacHbIX pecypcos 1 obxoay 3aLuThbl
H6e3onacHoOro NnpocMoTpa.

PekomeHngauum Owmnbka 1483510

CVE-2019-11727: noanucu PKCS#1 v1.5 MOoXHO
ucnonb3oBatb gna TLS 1.3.

PenopTtep KOb6ep Kapuo BanaHue Huskunin Onncanme CyLecTsyeT ya3BMMOCTb, NO3BONAIOLLASNA
3acTaBuTb CNyxbbl ceTeBon besonacHocTn (NSS) nognuceisaThb CertificateVerifynognucm PKCS#1
v1.5, ecam Tonbko oHn 0bbaBNeHbI cepBepoM B CertificateRequestTLS 1.3. NMoanncm PKCS#1 v1.5 He
cnepyeT MCNonb30BaTh Ans coobuieHnn TLS 1.3.

PekomeHpauun Owmnbka 1552208

CVE-2019-11728: ckaHupoBaHue NOPTOB Yepe3 3arosioBoK
Alt-Svc.

PenopTtep Tpuwwnta TuBapu, Apn TpaxTeHbepr BausHmne Huskmim OnmcaHune 3aronoBok HTTP
Alternative Services ( ) Alt-SvcmMoxeT 1ncnosnb30BaTbCS BPEAOHOCHLIM CauTOM A1 CKaHUPOBaHWS
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Bcex TCP-nopToB noboro xocTa, OOCTYMHbIX NOJIb30BaTEJIIO NPW 3arpy3ke BEO-KOHTEHTa.

PekomeHpauun Owmnbka 1552993

CVE-2019-11710: ucnpaBseHbl oLLMOKM Oe30nacHOCTH
namaTh B Firefox 68.

PenopTep Pa3paboTumku n coobwectso Mozilla BnnaHue kputunyeckuin OnmcaHme PaspaboTymkm un
yneHbl coobuwecTtsa Mozilla AHagpe baprynn, KpuctnaH Xonnep, Hatanba Yoperwn, Paynb lyp3ay,
Hanunane Bapra, O»xoH Konnepa, Mapcua Hoyc, MNapu KeoHr, PaHpenn Oxxecyn, [3sug bonTtep,
oxedhd Mnbept n fenan CtedaH coobwmnm 06 owmnbkax 6e3onacHOCTN NaMATU, NPUCYTCTBYHOLLMNX
B Firefox 67. HekoTopble 13 3TuUX oWnNbOK CBUAETENbCTBOBAJIM O MOBPEXAEHUN NAMSATA, U Mbl
npegnonaraeM, 4To Npy AOCTAaTOYHOM YCWJIMMN HEKOTOPbIE N3 HUX MOXHO ByAeT UCnosib30BaTh A4
3anycka nNpon3BO/IbHOIO Koaa.

PekomeHpaunn B Firefox 68 ncnpasneHbl owmbkm 6e3onacHOCTY NamsaTn

CVE-2019-11709: ucnpasseHbl oLULMOKM Oe30nacHOCTH
namaTtu B Firefox 68 un Firefox ESR 60.8.

PenopTep Pa3paboTymku n coobwectso Mozilla BansiHme kputnydeckun OnucaHmne PazpaboTymku
Mozilla n yneHbl coobuiecTBa AHapea Masen, KpuctnaH Xonnep, XoH3a bambac, IxencoH Kpatuep u
Dxedhd Mnbept coobwmnm 06 owmnbkax 6ezonacHOCTM NamaTK, NPUCYTCTBYOLWMKX B Firefox 67 n
Firefox ESR 60.7. HekoTopble 13 3TuX oWwnNbOOK CBUAETENbCTBOBAJIA O MOBPEXAEHNN NAMATH, U Mbl
npeanonaraemM, 4To Npu AOCTAaTOYHOM YCUJIMN HEKOTOPbIE U3 HUX MOXHO ByaeT UCnosib30BaTb AN
3arycka npov3BOJIbHOI0 KoAa.

PekoMmeHaauun NcnpasneHbl ownbkm besonacHocTn namsaty B Firefox 68 n Firefox ESR 60.8.
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