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Apache HTTP Server

Apache HTTP-cepBep (B MpOHMYeCKomn
TPaKTOBKE ABNSETCA NCKAXXEHHbLIM

COKpalleHneM OT aHr. a patchy server;
cpenun pycckux nonb3oBaTtenen
o6LLenpuHATO NepeBoAHOE anay) —

HTTP SERVER PROJECT®00m seo-cepeee.

Apache aBnseTtcs kpoccnnaTdopMeHHbiM M0, nogaepXxmnsBaeT onepaunoHHble cuctemsl Linux, BSD,
macOS, Microsoft Windows, Novell NetWare, BeOS.

OCHOBHbIMW OOCTOMHCTBaMKU Apache cynTalTCA HaQéXHOCTb U TMBKOCTL KOH(Urypauumn. OH
No3BoAsSeT NOAKJOYATb BHELUHME MOAYIN AN NPeAoCTaBNIeHUa OaHHbIX, ucnonb3oBaTb CYBM ans
ayTeHTUduKauum nonb3oBaTtenen, mognduumnposats coobuieHns ob owmnbkax n 1. 4.

ApxuTeKkTypa

fAnpo

Anpo Apache BkoYaeT B cebsi 0CHOBHbIE (hYHKLMOHaIbHblE BO3MOXXHOCTU, Takne Kak obpaboTka
KOH(UIypaunoHHbIX hannos, NpoTokon HTTP 1 cuctema 3arpysku mogynen. 4apo (8 oTanyme ot
MoZynen) NoSIHOCTbIO pa3pabaTteiBaeTcs Apache Software Foundation, 6e3 y4acTna CTOPOHHUX
NpOrpaMMmCTOB.

TeopeTuyeckn sapo apache MoXXeT YHKLMOHNPOBaTbL B YACTOM BMAae, 6e3 ncnonb3oBaHNs Moaynei.
OpHaKo hYHKLMOHANbHOCTb TAaKOro peLleHns KpaiHe orpaHnyeHa.

Anpo Apache NOMHOCTbIO HAaNMCAHO Ha fA3blke NporpammupoBaHms C.
Cucrtema KoHurypauum

Cnctema kKoHurypaumm Apache ocHoBaHa Ha TEKCTOBbIX KOHPUIypaunoHHbIX hannax. UmeeT Tpu
YCJIOBHbIX YPOBHS KOH(UIypaLuu:

e KoHopurypauwns cepsepa (httpd.conf). AnpekTnBbl KOHPUrypauum crpynnmupoBaHbl B Tpy
OCHOBHbIX pa3fena:

o OUPEKTUBbI, ynpasnstoLme npoueccom Apache B Lenom (rnobasibHoe OKpyXXeHue);

o OUPEKTUBLI, ONpenenstowme napaMeTpbl «r1aBHOr0» CepBepa, UK CepBepa «mno
YMOJIHaHUNI0», KOTOPbIA OTBEYAEeT Ha 3anpockl, KOTopble He obpabaTbiBatoTCA
BUPTYaNbHbIMW XOCTaMu (ornpefensoT TakKe YCTaHOBKM MO YMOJIHaHUIO 418 BCeX
OCTaJIbHbIX BUPTYasbHbIX XOCTOB);

o YCTaHOBKW A5 BUPTYasibHbIX XOCTOB, No3BosiAloLWMe obpabaTeiBaTh 3anpockl Web
OOHVM-eJMHCTBEHHbIM cepBepoM Apache, HO HanpaBAATb MO pa3aesibHbIM agpecam IP
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WY UMEeHaM XOCTOB.
e KoHurypauma suptyansHoro xocta (httpd.conf ¢ Bepcuun 2.2, extra/httpd-vhosts.conf).
e KoHurypaumsa ypoBHs KaTanora (.htaccess).

MMeeT coBCTBEHHBIN A3bIK KOHDUIYPALIMOHHbIX (halnoB, OCHOBAaHHbLIN Ha 610KaxX AMPEKTUB.
MpakTuyecky Bce napameTpbl aapa MOryT ObITb U3MEHEHbI Yepe3 KOH(UIypaLMOoHHbIe halbl,
BNOTb [0 yrpasneHns MPM. bonblias 4acTb MOAYJ1Ien MMeeT COOCTBEHHbIE NapaMeTpbl.

YacTb Moaynen ncnosiblyeT B CBoen paboTe KOHPUrypaunoHHble daisbl onepaLmoHHON CUCTEMBI
(Hanpumep /etc/passwd n /etc/hosts).

MoMMMO 3TOro, NapaMeTpbl MOTYT ObITb 3aaHbl Yepes KoY KOMaHLHON CTPOKW.

Cucrema mopynemu

Apache HTTP Server nogaep>xusaet MoaynbHoCcTb. CywectByeT 6onee 500 mogynen[11],
BbIMOJIHAOLNX pa3nnyHble GyHKUMK. YacTb N3 HUX pa3pabaTbiBaeTcs KoMaHaon Apache Software
Foundation, HO OCHOBHOE KOJIM4eCTBO — OTAENbHBIMU Open source-pa3paboTymkamm.

Mogaynun moryT ObITb KaK BKJIIOYEHbI B COCTaB cepBepa B MOMEHT KOMMUNALNKN, TaK U 3arpy>XXeHbl
OVWHaMUYeCcKu, Yepes OUPeKTMBbl KOH(PUIYpPaLMOHHOI0 (pa|7|na.

B MoLynsax peannsyoTCsa Takne Bem, Kak:

* Mlogaep)xkKa A3blKOB NPOrpaMMmUpoBaHumS.

e [lobaBneHune yHKLNIA.

e llcnpaBneHune owmnbokK nam Mmoandukaums 0CHOBHbIX YHKLMNIA.
e YcuneHue 6e30nacHoOCTMW.

YacTb BeO-npunoxxeHnin, HanpuMmep naHenn ynpaenexHnsa ISPmanager n VDSmanager peann3oBaHbl B
BuAe monyns Apache.

MexaHU3M BUPTYyaJibHbIX XOCTOB

Apache nmeeT BCTPOEHHbIN MeXaHW3M BUPTYasibHbIX XOCTOB. OH M03B0JISeT NOJIHOLEHHO
obcnyXmnBaTb Ha 0AHOM IP-agpece MHOXECTBO CaTOB (AOMEHHbIX UMEH), 0TOBpaxas ONsA Kaxaoro
N3 HUX COBCTBEHHOE COLEepXXMMOe.

[Na KaXx40ro BUPTYaslbHOMO XOCTa MOXKHO YKa3aTb COOCTBEHHbIE HACTPOWKKN Aapa U Moaynen,
OrPaHNYUTb OOCTYMN KO BCEMY CalTy UK OTAeNbHbIM (hannam. HekoTopble MPM, Hanpumep Apache-
ITK, no3BonsA0T 3anyckaTb npouecc httpd Ana Ka)kgoro BUPTYasbHOr0 X0CTa C OTAENIbHbIMU
noeHTugprkaTopamm uid n guid.

Tak>Xxe CyLecTBYIOT MOAY/M, NO3BOJIAOLLME YYNTLIBATb Y OrpaHMymnBaTh pecypckl cepsepa (CPU,
RAM, Tpadvk) Ons Kax4oro BUpTyasibHOro XocCTa.
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¢yHKLlMOHaJ1beIe BO3MOXXHOCTH

NHTerpauus c apyrum MO u A3bikaMu NPOrpaMMUPOBaHUSA

CylecTByeT MHOXECTBO Moaynen, gobasnsiowmnx K Apache noaaepxKy pasanyHbIX S3bIKOB
NporpaMMUpPOBaHNS 1 CUCTEM pa3paboTKu.

K HMUM OTHOCATCS:

PHP (mod_php).

Python (mod python, mod wsgi).
Ruby (apache-ruby).

Perl (mod perl).

ASP (apache-asp)[12].

e Tcl (rivet[13])

Kpome Toro, Apache nogaepxusaet MmexaHusmbl CGl n FastCGl, 4To no3BoNSeT UCMONHATD
NporpaMMbl Ha NPaKTUYEeCKN BCex A3blKax NporpamMMmuposBaHus, B Tom Yncne C, C++, Lua, sh, Java.

Bbe3onacHOCTb

Apache nmeeT pa3nunyHbie MexaHn3Mbl obecrneyeHns 6€30MacHOCTU U pa3rpaHMyeHns AocTyna K
JaHHbIM. OCHOBHbIMU ABNSIOTCS:

e OrpaHuyeHne foCcTyna K onpenenéHHbIM KaTanoram unu gannam.

e MexaHW3M aBTOpM3aLunmM Nosb3oBaTenen Ansa OocTyna K Katanory Ha ocHoBe HTTP-
ayTeHTudukaumm (mod_auth_basic) n digest-ayteHTudumkaumm (mod_auth_digest).

e OrpaHuyeHne [OCTyNa K onpenenéHHbIM KaTanoram unm BceMy cepsepy, 0CHOBaHHoe Ha IP-
agpecax nonb3oBaTesien.

e 3anpeT AOCTyNa K onpefesiéHHbIM Tunam anios 419 BCEX UK 4acTu NoSib3oBaTenen,
HanpuMmep 3anpeT A0CTyna K KOH(MrypaunoHHbIM hannam n annam 6a3 gaHHbIX.

e CyLlecTBYIOT MOLY/IN, peanun3yoLline asTopmsaumnio Yyepes CYb nnn PAM.

B HekoTOopbix MPM-Moay 15X NPUCYTCTBYET BO3MOXHOCTb 3anyCka Kaxaoro npouecca Apache,
NCNonb3ys pasnnyHble uid 1 gid C COOTBETCTBYIOWMMN 3TUM MONb30BaATENSAM U rpynnam
nosib3oBaTenen.

Tak)e CyLLecTByeT MeXaHU3M suexec, UCNosb3yemMbli ANs 3anycka ckpunToB U CGI-NpuioxXeHnin ¢
npaBaMn 1 UAEHTUDUKALMOHHBIMU AAHHLIMU MOSIb30BATENS.

Ana peanvsaumy WNQPOBaAHNA SAHHbIX, NepefatoMXCca MeXAy KJIMEHTOM 1 CEPBEPOM,
NCNoJsb3yeTcsa MexaHun3m SSL, peann3oBaHHbIN Yepes bubnnoTeky OpenSSL. 1na yoocToBepeHus
NoOJIMHHOCTY Beb-cepBepa NCNonb3yTca cepTudmkaTsl X.509.

CyLLecTBYIOT BHellHMe cpeacTBa obecneyeHns 6e3onacHoCTu, Hanpumep mod_security.
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daunnbl ANA 3arpysKu

HTTP-cepsep Apache 2.4.58

Ccbinku v lononHeHus

¢ O nporpamme
e OuumanbHbIN CAnT NPOrpaMMbl
e YcTaHoBKa Apache 2 Ha Ubuntu Server 22.04
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