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YctaHoBka Apache HTTP Server B Ubuntu
22.04

BBepeHue

Apache HTTP Server siBnsieTcs Hambosiee LNMPOKO NUCNOJb3yeMbiM Beb-cepBepoM B Mupe. OH
npefocTaBfsieT MHOXECTBO MOLLHbIX (DYHKLWI, BKIOYaA ANHAMUYECKN 3arpy>Xaemble Moayun,
HaOEeXHY0 NOAAEPXKKY MynbTUMeama U 0BLLNPHYIO NHTErpaunio ¢ 4pyruM NonynspHbIM
nporpamMmMHbIM obecnevyeHmnem.

B 3TOM pykoBOACTBE Mbl NpocaeaunM, Kak ycTaHoBuTb Apache HTTP Server Ha cepsep Ubuntu 22.04.

MoAKN0YMMCS K HalleMy cepBepy Yepes nporpammy PUTTY, BBeAEM NOrUH YKa3aHHbIA Npu
yCTaHOBKE Hallero cepsepa v napoJib.
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Mpexzae 4eM NpucTynuTb K paboTe € 3TUM PyKOBOACTBOM, Ha BalleM cepBepe LOKEH OblTb
HacTpoeH 0b6bI4HbI NoNb3oBaTeNb 6e3 NoNHOMOo4NIA root ¢ Npusunermamm sudo. Kpome Toro, Bam
Heobxoammo BKNOYNTL Ba30BbIi GpaHaMay3p 4N1a 610KMPOBKM HECYLLLECTBEHHLIX MOPTOB. Bbl
MOXKEeTe y3HaTb, KaK HaCTPOUTb YHETHYI0 3anncCb 0ObIYHOrO MNOb30BaTENS U HAaCTPOMTL BpaHaMayap
L0191 Ballero cepsepa, ciefys HalleMy pyKOBOACTBY MO HayasibHOW HacTporke cepsepa ans Ubuntu
20.04 .

Ecnn y Bac eCTb AOCTYMNHas y4eTHasa 3anncb, A5 Havyasla BOMAUTE B CUCTEMY Kak Monb3oBaTesb be3
MoJIHOMOYMI root.

YctaHoBKa Apache

Apache gocTyneH B perno3nTopusx nporpammHoro obecneyveHms Ubuntu no yMmonyaHuto, 4To
MO3BONSIET YCTAHOBUTb €ro C MOMOLLbI0 0ObIYHbIX MHCTPYMEHTOB YrpaBfeHMs NakeTaMu.

HayHem c 0bHOBNEHNS NOKA/IbHOrO MHAEKCA NAKETOB, YTOObI 0TPa3nTb nocnegHNe N3MeHeHNA
NCcXogHoro Koaa:

sudo apt update

YCTaHOBUM HenocpeacTBeHHO caM nakeT Apache HTTP Server

sudo apt install apache2
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Mocne nogTBepxAeHNsa ycTaHoBKYK apt install
Do you want to continue? [Y/n] **Y*x*

byneT ycTaHoBneH Apache n Bce HeobXxoAUMbIE 3aBUCUMOCTN.

HacTtpomnka dbpanamayspa

Mepen TecTmpoBaHueM Apache Heo6x0AUMO U3MEHUTbL HACTPONKKM BpaHaMay3pa, 4Tobbl pa3pewmnTb
BHELUHWI A0CTYN K Beb-nopTam no ymon4yaHwuio. Mpeanonaras, 4To Bbl CNeL0BaMN MHCTPYKLUAM,
yKa3aHHbIM B npeABapuTesibHbIX TpeboBaHMAX, y BaC fLo/mkeH OblTb HacTpoeH bpaHamaysp UFW,
OrpaHUYMBalOLLNA OOCTYN K BalleMy cepBepy.

Bo Bpems ycTtaHoBKM Apache peructpupyetca B UFW, 4Tobbl NpeaoCcTaBuTb HECKOJIbLKO Npodunnei
NPUIOXXEHWNA, KOTOPbIE MOXKHO MCMO0JIb30BaTb A5 BKOYEHUSA UK OTKYeHUs 4ocTyna K Apache
yepes bpaHamayap.

Mepeyuncnute ufw npodunu npunoxeHuni, Habpas:

sudo ufw app list

Kak BUOHO 13 pe3ynbTaToB, 419 Apache fOCTYMNHbI TPU NPOPUNS:

e Apache : 3TOT nponb OTKpPbIBAET TOAbKO NOPT 80 (06bI4HbIN HE3aLWNDPOBAHHbLIN BED-
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Tpaduk).

e Apache Full : 30T npocdunb oTKpbIBaeT Kak NopT 80 (06bIYHbLIN He3aLMGPOBaHHbLIN BED-
Tpaduk), Tak 1 nopT 443 (3awmngpoBaHHbIN Tpaguk TLS/SSL).

e Apache Secure : 3TO0T Npouab OTKPbIBAET TONbKO NOPT 443 (Tpaduk C WngposaHnem
TLS/SSL).

PekomeHAyeTCAa BKJIOYUTL Hanbonee orpaHNYMTesNbHbIA NPOMUIb, KOTOPLIN No-NpexxHemy bynet
pa3pellaTb HAaCTPOEHHbIN BaMy TpaduK. [TOCKONbKY B 3TOM PYKOBOACTBE Mbl eLle He HacTpoman SSL
N5 Hallero cepeepa, HaM HY>XXHO ByaeT pa3pewnTb Tpaduk ToNbKo Yepe3 nopT 80:

sudo ufw allow 'Apache'’

MpaBuna 06HOBNIEHbI 1 Bbl MOXKETE MNPOBEPUTL N3MEHEHMe, HabpaB:
sudo ufw status
B pe3ynbTaTe, Npu BKAOYEHHOM BpaHaMayape, byaeT npenocTaBaeH CNMCOK pa3peLleHHoro HTTP-

TpaduKa C yBeaoMeHnem 3anucb «Status: active» n mbl cMeno nepexoanm K rnase NMposepka
Baluero Beb-cepBepa

BkniovyeHue bpaHpgmayspa UFW B Ubuntu

Kak T0JIbKO Mbl 0OHapy>XuM, 4To 6paHaMay3p He aKTUBEH, NPOBEPUM, 106aBNIEHbI N K HEMY KaKue-
nnbo npaBuia. 3Ta KoMaHma byaeT paboTaTb, Aaxke ecnn bpaHaMay3p HEAKTUBEH.

sudo ufw show added
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Mposepum Npasuia 1 ybeammcs, 4To ecam Mbl BKIKOYUM BpaHaMayap, C HalmM cepBepoMm Bce byaeT
B nopsaake. A 3aTem BKJIOYUM BpaHAMay3p C NOATBEPXKAEHNEM HALLMX OeACTBUN Knasuwen Y.

sudo ufw enable

CHoBa npoBepuM cTaTyc bpaHamayspa UFW paHee nCNoJ/ib30BaHHOW KOMaHAO0M:

sudo ufw status

BpaHaMayap yCcnewHo akTUBMPOBaH.

MpoBepka Bawero sed-cepsepa

Haww Beb-cepBep yxe fosmkeH bbiTb YCTaHOBJIEH M 3anyLleH. MNposepum systemd cnctemy
NHULManu3aumm, 4Tobbl ybeantbcs, 4to cnyxxba paboTtaeT, Habpas:

sudo systemctl status apache2

Kak noaTeBep)XXAaeT 3TOT BbIBOA, CyXba 3anyuieHa ycnewHo. OgHako nyywunin cnocob npoBepuTh
3TO — 3anpoCuTb CTpaHuLy y Apache.

Bbl MOXXeTe noNy4nTb AOCTYN K LEeNeBoi cTpaHuue Apache no ymonyanuto, 4tobbl ybeantbcs, 4To
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nporpammHoe obecnevyeHme paboTaeT npaBubHO Yepes Balw IP-agpec. Ecnm Bbl He 3HaeTe IP-agpec
BalLero cepeepa, Bbl MOXETE MOJIY4UTb €ro HeCKOJIbKMMM cnocobamm 13 KOMaHOHOW CTPOKN.

MonpobyiiTe BBECTN 3TO B KOMaHAHOW CTPOKeE Ballero cepsepa:

hostname -I

Ipyron BapnaHT — MCMN0Jb30BaTb MHCTPYMEHT Icanhazip, KOTOPbLIA AO/KEH NPefoCTaBUTb BaM Ball
obwenocTynHbI IP-agpec, NPo4MTaHHbIA U3 APYroro mecTa B VIHTepHeTe:

curl -4 icanhazip.com

Korpna y Bac ecTb IP-afipec Ballero cepeepa, BBeAUTe ero B aApecHyto cTpoky Bpaysepa (y MeHs 3To
192.168.1.145):

http://192.168.1.145

Bbl LomKHbI yBMAETb Beb-cTpaHmuy Apache Ubuntu 22.04 no ymonyaHuio:

v @ Apache? Ubuntu Default Page: X ar — O X

= c A\ He sawmwero  192.168.1.145 B % M OB ® B 3 a @

~0
®
L)

Ubuntu ==

This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Ubuntu systems. It is based on the equivalent page on Debian, from which the Ubuntu
Apache packaging is derived. If you can read this page, it means that the Apache HTTP server installed
at this site is working properly. You should replace this file (located at /var /e /html/index. html)
before continuing to operate your HTTP server.

Apache2 Default Page

If you are a normal user of this web site and don't know what this page is about, this probably means
that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site's administrator.

Ubuntu's Apache2 default configuration is different from the upstream default configuration, and split
into several files optimized for interaction with Ubuntu tools. The configuration system is fully
documented in fusr/share/doc/apache2/README.Debian.gz. Refer to this for the full
documentation. Documentation for the web server itself can be found by accessing the manual if the

3Ta CTpaHWLA YKa3bIBAET Ha TO, 4To Apache paboTaeT npaBuabHO. OH TakXXe BK/IOYAET HEKOTOPYIO
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6a30Byt0 MH(OPMaLIMIO 0 BaxKHbIX (harnax Apache 1 pacnosioXXeHMn KaTaloros.

YnpasneHue npoueccom Apache

Tenepsb, Koraa Bal Beb-cepep HaCTpPoeH 1 paboTaeT, faBanTe PaCCMOTPUM HEKOTOPbLIE OCHOBHbIE
KOMaHAbl yrpasJieHMsa C ucnonb3oBaHnem systemctl.

YT0obbl OCTAaHOBUTL Ball Beb-cepBep, BBEAUTE:

sudo systemctl stop apache2

YT106bI 3anycTUTh Beb-CepBeEp, KOraa OH OCTAHOB/EH, BBEOAUTE:

sudo systemctl start apache2

YT10ob6blI Nepe3anycTuTb Beb-cepBep, Koraa 3To Heobxoanmo, BBeAnNTE:
sudo systemctl restart apache2

Ecan Bbl MPOCTO BHOCUTE M3MEHeHWs B KOHUIypauuto, Apache 4acTo MOXeT nepesarpysuTbCs, He
pa3pbiBas coeguHeHns. 118 3TOro UCMOob3yiTe 3Ty KOMaHy:

sudo systemctl reload apache2

Mo ymonyaHuio Apache HacTpoeH Ha aBTOMATUYECKUI 3aMyCcK Npw 3arpy3ke cepsepa. Ecim 3To He
TO, YTO BaM HYXXHO, OTKJ/IOYMTE 3TO NoBeaeHne, Habpas:

sudo systemctl disable apache2
YT106bI CHOBa BK/OYNTbL 3anyCK CNy>XObl Npu 3arpy3Ke, BBEAUTE:
sudo systemctl enable apache2

Tenepb Apache fomkeH 3anyckaTbCs aBTOMAaTUYECKU NPy NMOBTOPHOI 3arpy3ske cepsepa.

HacTpounka BUPTYanbHbIX XOCTOB (peKoMeHAayeTcA)

Mpwn ncnonb3oBaHun Beb-cepsepa Apache Bbl MOXXeTe UCNOJIb30BaTh BUPTYasibHble XOCTbI
(aHanorun4Ho cepsepHbIM H10kaM B Nginx) Ans UHKaNCynaumm getanen KoHpurypauum un
pa3mMelleHns bonee o4HOro JOMEHa Ha 0AHOM cepBepe. Mbl CO34aAUM AOMEH MOA Ha3BaHWEM
your_domain, Ho BaM c/iefyeT 3aMeHUTb ero CBOMM COOCTBEHHbIM JOMEHHbIM UMEHEM.

B Apache B Ubuntu 22.04 no ymon4aHuio BKOYEH OAWH CEPBEPHBIA 610K, KOTOPLIN HACTPOEH As
obcnyxnBaHua gokymeHToB 13 /var/www/html katanora. Xots 370 xopowo paboTaeT ans 04HOro
CanTa, 3TO MOXeT CTaTb FPOMO3JKMNM, eCJIN Bbl pa3MeLLaeTe HECKOIbKO CanToB. BMecTo nsmeHeHus
/var/www/html, naBante co3faanm CTPYKTYpy KaTasioros /var/www ans canTa your_domain,
ocTasuB ee /var/www/html B kKayecTBe KaTanora no ymos4aHuio, KotTopblin byaeT obCnyxmnsaTbCs,
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€C/IN 3anpocC KJIMEeHTa He COOTBETCTBYET HUKAKUM APYrUM CalTaM.

Co3pganTe kaTanor ana your_domain cnegyowunm obpasom:

sudo mkdir /var/www/your domain

3aTeM Ha3Ha4ybTe Bnagesbla KaTtasnora c nomowbio $USER nepemeHHOM cpenbl:

sudo chown -R $USER:$USER /var/www/your domain
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