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YctaHoBKa Nginx B Ubuntu 22.04

BBepeHue

Nginx (engine x — NO-pyCcCKN NPON3HOCUTCS Kak IHIXKMHKC UK SHXUH-NKC — Beb-cepsep U
MOYTOBbLIN NPOKCU-CepBep, paboTatowmin Ha Unix-nofobHbIX OnepaunoHHbLIX CMCTEMaX
(TecTupoBanack cbopka n paboTta Ha FreeBSD, OpenBSD, Linux, Solaris, macOS, AIX n HP-UX).
HauuHas ¢ Bepcum 0.7.52 nossunacb skcnepmMmeHTansHasa buHapHasa cbopka noa Microsoft Windows.

Poccuinckmim nporpammncT Uropb CoicoeB Havan pa3paboTky B 2002 roay. OceHbto 2004 rofa Bbilen
nepsblin Ny6anYHO focTynHbin penns. C nondg 2011 paboTa Hag nginx NPOAOHKAETCA B paMKax
KoMmnaHum Nginx.

B 3TOM MaTepuane Bbl y3HaeTe, Kak ycTaHoBUTb Nginx B cucteme Ubuntu 22.04 LTS. 370
PYKOBOLCTBO Takxe coBMecTumo ¢ cuctemamu Ubuntu 20.04 LTS n Ubuntu 18.04 LTS.

NMpenBapuTesibHbie ycnoBsusa

CHayvana sonaute B Ubuntu 22.04 4epe3 KOHCOJb. 3aTeM obHoBUTE K3 Apt 1 06HOBUTE TeKyLiune
NaKeTbl CUCTEMbI C MOMOLLLIO C/leflyoLen KOMaHabl:

sudo apt update && sudo apt upgrade

Mpu NosBNEHUN 3aMpoca HaXxxMuTe «Y» , 4Tobbl MOATBEPANTL YCTAHOBKY.

YctaHosuTte Nginx B Ubuntu 22.04

lNocne oKOHYaHMA npoLiecca 06HOBNEHNS NAKETOB MOXHO yCTaHoBUTb NQinX Ha MalUWHY:

sudo apt install nginx
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sudo apt install nginx
Done
cy tree... Done
ding state information... Done
following additional packages will be installed:
libnginx-mod-http—geoipZ libnginx-mod-http-image-filter
libnginx-mod-http-xslt-filter libnginx-mod-mail libnginx-mod-stream
libnginx-mod-strean—geolips nginx—-common nginx-core
Suggested packages:
fogiwrap nginx-doc
The following HEW packages will be installed:
libnginx-mod-http—geoipZ libnginx-mod-http-image-filter
libnginx-mod-http-xslt-filter libnginx-mod-mail libnginx-mod-stream
libnginx-mod-stream—geoipsZ nginx nginx-common nginx-core

0 upgraded, 9 newly installed, 0 to remove and 0 not upgraded.

Heed to get €57 kB of archives.

0385 kB of additional disk space will be used.
? [¥/n] =

Lfter this operation, 2
Do yvou want to continue

JloXXaemMcsi OKOHYaHUS yCTaHOBKM, a nocsie AobaBMM NporpamMMy B aBTO3arpy3Ky:

sudo systemctl enable nginx

vliadpolskiv@vp—-vmm:~5 sudo systemctl
yvnchronizing state of nginx.service with SysV =TV i Flib/asystemd/

Tenepb HY>XHO NPOBEPUTL, YTO Beb-CcepBep yCMNeLWHO YCTaHOBJIEH U paboTaeT, a Takxe fobaBneH B
aBTo3arpy3ky. [poBepuM cTaTyc paboTbl Beb-cepBepa:

sudo service nginx status

vladpolskiy@vp—vmm:~% sudo service nginx status

Loaded:
Active:
Docs:
Main PID:
Tasks:
Memory:
CP:
CGroup: /system.slice/nginx.service
"ngi : master process Jfusr/sbin/ I g daemon on;
H:g- H wc:ke: E:CCESS" mmn mmn mmn mmn mmn
H:g- H wc:ke: E:CCESS" mmn mmn mmn mmn mmn
H:g- H wc:ke: E:CCESS" mmn mmn mmn mmn mmn
H:g- H wc:ke: E:CCESS" mmn mmn mmn mmn mmn
H:g- H wc:ke: E:CCESS" mmn mmn mmn mmn mmn
H:g- H wc:ke: E:CCESS" mmn mmn mmn mmn mmn
H:g- H wc:ke: E:CCESS" mmn mmn mmn mmn mmn

H:g;:x: wc:ke: E:CCESS" LI LI LI LI LI
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Ctpoka «Active: active (running)...» yka3blBaeT Ha ycneLlHyto paboTy cepsepa. ECTb 1 apyrom
cnocob npoeepuTb ero paboTy. Hy)KHO BCTaBUTb IP-afpec cepeepa B afpecHyto CTPOKy bpaysepa.
Ecnu pesynbTaT ByaeT TakuM XXe, Kak Ha KapTUHKe HuKe, To Beb-cepeep paboTaeT ycneLuHo.

™ welcome o ngin! ¥ m Firefox Privacy Notlce . t

L3 c 0 [ localhost

Welcome to nginx!

If wou see this page, the nging web Server 15 sucoessiully installed and
working Further configuration 5 reguined.

For online documentation and support please refer to noin.org.
Commencial suppod is available al ngins com

Thamk vou for LSVRG Ngms
Tenepb NPOBEPVM €ro Hannyve B aBTo3arpyske:

sudo systemctl is-enabled nginx

B pe3ynbTaTe cucTema BblJacT cnegytollee coobuieHme:enabled

Ecnv B 0TBET Ha BLINOJIHEHHYIO KOMaHAY nojly4aem «enabled», 3HauynT Beb-cepeep aobasneH B
aBTO3arpysKu.

ba3oBble KOMaHAbl yNpPaBJieHus

Ins paboTbl C YyCTAHOBNEHHbIM BEO-CepBEpOM NPUroasTcs 6a30Bble KOMaH bl ynpasaeHus. OHu
npuseaeHsl B TabnuLe HUXe.

DyHKUMA KomaHpa

3anyck sudo systemctl start nginx
OTkNo4eHne sudo systemctl stop nginx
Mepe3anyck sudo systemctl restart nginx
Mepe3arpyska sudo systemctl reload nginx
MpoBepka cocTossHMS cnyxbbl |sudo systemctl status nginx
TecTupoBaHue KoHpurypauumn|sudo nginx -t

HacTtpomnka bpangmayspa

YcTaHOBKa W HacTponka 6paHAMay3pa N03BOJINT 3aKPbITb BCE NOPThI, KPOMEe HE0BX0AMMBIX HaM —
22 (SSH), 80 (HTTP), 443 (HTTPS). MNepBbli NPOTOKO HEOOX0ANM ONA NOAKAYEHNS K YOaIeHHOMY
cepsepy. BTopon n Tpetuit Heobxoanm NS CBA3N MeXAY KIMEHTOM U CalnToM. [TaBHOE UX OTan4me
B TOM, 4TO HTTPS — 370 3awmndpoBaHHbii HTTP. LUndpoBaHne gaHHbIX npomcxoant bnarogaps SSL-
cepTndmkaTy.

YctaHoBuM yTunuty UFW:
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sudo apt install ufw

Mocne ycnewHon ycTaHoBKM obaBum Beb-cepeep B CMMCOK AOCTYMHbIX NpUIoXeHnn bpaHamayapa:
sudo nano /etc/ufw/applications.d/nginx.ini

3anonHUM hann cneaytowmnm obpasom:

[Nginx HTTP]

title=Web Server

description=Enable NGINX HTTP traffic
ports=80/tcp

[Nginx HTTPS] \

title=Web Server (HTTPS) \
description=Enable NGINX HTTPS traffic
ports=443/tcp

[Nginx Full]

title=Web Server (HTTP,HTTPS)
description=Enable NGINX HTTP and HTTPS traffic
ports=80,443/tcp

MpoBepPUM CANCOK AOCTYMHbIX MPUNOXKEHNIA:
sudo ufw app list

Ecnn cpeam Hux ecTb Be6-cepBep, 3HAYUT BCE CAENAHO BEPHO. Tenepb HY)KHO 3anyCTUTb
HpaHaMay3p U pa3pewnTb Nepenady Tpaduka no BbileyKasaHHbIM NopTaM:

sudo ufw enable
sudo ufw allow 'Nginx Full'
sudo ufw allow 'OpenSSH'

Y106l NPOBEPUTL N3MEHEHWS, BBOANM KOMAHAY:

sudo ufw status

Ecnu BCé caenaHo npaBuabHO, TO B CTaTyce ByayT NepeynciieHbl BCe NOPThl, KOTOPbIE HAM
HeobxoguMbl.
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HacTpouka Nginx

AoMUHUCTpUpOBaHMe Beb-cepBepa NpeacTaBaseT u3 ceba nsmMeHeHre n NOSAEPXKKY
KOH(MIypaLMOHHbIX (harnnos. Cpean HUX 1 ann KoOHUrypaumm n 2 katanora. 3to nginx.conf,
sites-available u sites-enabled cooTBeTcTBEHHO. BCe OHM nilexxaT B AupekTopun /etc/nginx.

®ainn nginx.conf — 3T0 rnasHbIM KOHpUrypaumnoHHbin ann. Katanor sites-available conepxut
thannbl KOHGUrypaumnin BUPTYasibHbIX XOCTOB. KaXkabi OTAENbHbIA (hansl XpaHUT nHgopmauuio 0b
onpenenieHHOM canTe. ITo ero nms, IP-agpec n apyrue gaHHble. Katanor sites-enabled, B cBoto
oyepenb, COCTOUT TOJIbKO 13 KOH(UIypaLnidi akTUBHbIX CanTOB. TONIbKO 13 AMpeKkTopum sites-
enabled 4YuTatoTCcsa annbl KOHGUrypaLUm AN BUPTYasibHbIX XOCTOB. TakXXe B HEN XPAHATCA CCbINIKK
Ha sites-available. Takas cTpykTypa no3BossieT BpEMEHHO OTKJII04YaTb canTbl 6e3 notepm nx
KOH(UrypaLuni.

PaccmoTpum 6onee feTaNlbHO raBHbIA hainn KoHUrypaummn. ns 3Toro 0TKpoeM ero ans
NPOCMOTPa, MCMOMb3ys PeaaKkTop:

sudo nano /etc/nginx/nginx.conf

Sete/nginx/nginx. conf

GHNU nano 6.2

— =y

Kaxablh OTAeSIbHbIA MOAYNb — 3TO ANPEKTUBA, KOTOPas OTBEYAET 3a onpeaesieHHble HaCTPOMKM
Beb-cepBepa. OHM 6bIBAOT NPOCTLIMU 1 6J104HBIMU. BNIOYHbBIE AVPEKTUBLI, MOMUMO UMEHWU 1
NapamMeTpoB, XPaHAT HAboP AOMONHUTENbHbBIX MHCTPYKLNA, Ppa3MeLLeHHbIX BHYTPU UMYPHbIX
CKObOK.

MNepeyncanm HEKOTOPYIO YaCTb ANPEKTUB F1aBHOM0 KOHUIrypaLnoHHOro anna:
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e user — 3TO NOJIb30BaTesb, OT KOTOPOro OCYLLECTBAATCA BCe paboyme npoueccol.

e worker_processes — 4ncno paboyux npoueccos cepepa. OHO JOMKHO ObITb He BobLUE, YeM
KOMIMYeCTBO A4ep npoueccopa. MapameTp auto yCTaHOBUT YMUCSI0 aBTOMaTUYECKM.

e pid — haintn c HOMEPOM rJIaBHOro npouecca.

e include — oTBeYaeT 3a NOAKIOYEHNE NHBIX (hanSIOB KOHDUTYpaLnK, YA0BAETBOPSAIOLLMX
3aJaHHON Macke.

e events — KOHTEKCT, COCTOALWMMN U3 AUPEKTUB, BANSIOWNX Ha paboTy CeTeBoro coegnHeHus.

o worker_connections — MakcMManbHOE 4YMCN0 OAHOBPEMEHHO paboTatowmx CoeANHEHNN
ogHoro paboyero npowecca.

o multi_accept — ¢nar, KOTOpbIn MOXET ObITb Kak BKJIIOYEH (0N), Tak 1 BbikA4YeH (off).
Ecnn oH BkAoYeH, To paboynin npouecc byaeT NpuHUMaTbL BCE HOBblE COEAMHEHNS,
NHa4e TONbKO OOHO.

o use — ykasbiBaeT MeTof 06paboTkum coegmHeHunin. o ymonyaHuo cepeep BbibnpaeT
Hanbonee NOAXOAALLNA N SPDEKTUBHBIN.

e http — KOHTEKCT, CoCTOoALMI U3 AUPEKTMB, OTBEYatLWwmx 3a paboty HTTP-cepsepa.

o sendfile — Bkato4vaeT (on) unu otknoyaeT (off) MeTon oTnpaskm AaHHbIX sendfile().

o tcp_nopush, tcp_nodelay — napameTpsl, BAMSOLWMNE HA NPOU3BOANTENILHOCTb. lNepBbii
3aCTaB/ISeT cepBep OTNPaBAATb 3aro/loBkM HTTP-0TBETOB OAHUM NAKETOM, a BTOPOM
no3BonseT He bydepn3npoBaTb AaHHbIE U OTNPABAATb NX KOPOTKMMMN O4EPEaAMMU.

o keepalive_timeout — napameTp, oTBeYaloLWMI 3a BpeMsa oxungaHua keep-alive
coeuHeHMsa A0 ero pa3pbiBa CO CTOPOHLI CepBepa.

o keepalive_requests — MakcrManbHOe YMC0 3aNpoCoB No oaAHoMy keep-alive
COeINHEHMIO.

o error_log — nor ownbok Beb-cepeepa. Ansa cbopa owmnbok B onpeneneHHon cekumm (http,

server U T.4.) He06X0AMMO pa3MeCcTUTb AUPEKTUBY BHYTPU Hee.
gzip — COKaTue KOHTEeHTa.

o

HacTpoika BUPTYaJibHbIX XOCTOB

Ha cepsepe MoXeT 6bITb pacnonoXeHO MHOXXEeCTBO CanToB. Bce 3anpockl NpuxoasaT Ha ero IP-agpec,
a nocne Beb-cepBep onpenenseT, Kakon gaTb OTBET, B 3aBMCMMOCTU OT AOMEHa. BupTyanbHble
XOCTbl MpefHa3HayYeHbl Aas Toro, 4Tobbl cepep NOHMMa, YTO U K KAKOMY JOMEHY OTHOCMTCA. B
KayecTBe npuMmepa co3gaanm cant testsite.dev.

Co3gaanm nanky gnasa canta:

sudo mkdir -p /var/www/testsite.dev/html

Mocne nobaBnMM MHOEKCHLIN hain:

sudo nano /var/www/testsite.dev/html/index.html
3anoJIHUM ero MUHUMabHLIMI AaHHbIMKU NS 0TobpaxeHns canTa:
<!DOCTYPE html>

<html lang="ru">

<head>
<title>testsite.dev</title>
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<meta charset="utf-8">
</head>
<body>

<hl>Hello, user</hl>
</body>
</html>

Mocne co3faanm KOHMUrypaumnoHHbIN ann canTa B nanke sites-available:
sudo nano /etc/nginx/sites-available/testsite.dev.conf
3arnonHUM ero NpocTenLlen KoHpUrypaumen:
server {

listen 80;

listen [::]1:80;

server name testsite.dev www.testsite.dev;

root /var/www/testsite.dev/html;
index index.html index.xml;

MocnefHee, 4TO OCTaNOCh CAENATL, — 3TO CO3AATb CChUIKY B AMpeKTOpum sites-enabled Ha
KOHUrypaumio canTa testsite.dev, 4Tobbl 106aBUTL €ro N3 LOCTYMHbLIX BO BKJIOYEHHbIE:

sudo ln -s /etc/nginx/sites-available/testsite.dev.conf /etc/nginx/sites-
enabled/

Mocne co3faHus BUPTYyanbHOr0 X0CTa NpoBeAeM TeCTUPOBaHUE KOH(UIypaLmm

sudo nginx -t

OTKNIOYMM CaT NO YMOSYaHUIO, yAaaunB 3anncb 0 Aed0oTHOM BUPTYaslbHOM XOCTe:
sudo rm /etc/nginx/sites-enabled/default

CTOUT YTOYHUTB, YTO MOC/IE TOro, Kak Mbl OTKJIOYMM CalnT No ymonyaHuio, Nginx 6yner

MCMN0SIb30BaTb NePBbI BCTPEYEHHbIN cepBepHbI 610K B Ka4eCTBe pe3epBHOro canTa (To ecTb no IP-
agpecy cepsepa byneT oTKpbIBaTLCA CaMblil MEPBLIA CallT U3 KOHGUrypauum Nginx).

Mepesarpyxaem Beb-cepsep:
sudo systemctl restart nginx

MpoBepuM, YTO BCE 6bINO CAENAaHO BEPHO 1 CalT paboTaeT. [11g 3TOro MOXXHO BCTaBUTL IP-agpec
cepBepa Wan LOMEH, eC/in OH 3apernucTpupoBaH, B aapecHyto CTpoky bpaysepa:
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B naHHOM cTaTbe Mbl pa3obpanm npouecc yctaHoBkM Nginx Ha Linux, a UMeHHO Ha AnCTpmbyTus
Ubuntu. C nOMOLLbIO 3TON MHCTPYKLUM MOXXHO NpoBecTn 6a30By0 HAaCTponKy Beb-cepeepa 1
pa3BepHyTb Ha HEM CBOM NepBbI CanT. KpoMe 3Toro, cepeep NoAroTOBAEH K Nepexoay Ha
3alIMNPOBAHHLIN MPOTOKOJ AaHHbIX. N8 3TOro HY>XKHO Noay4nTb SSL-cepTUmKaT N HaCTPOUTb
nepeagpecaunto ¢ HTTP-npoTokona Ha HTTPS. [Ing HacTPOMKK 3aLULLEHHOIO COeANHEHNS BaM
byneT HeobxoauMo cepTudukat SSL — 3aKa3aTb ero MOXXHO B NaHen ynpaBneHns B pasgene «SSL-
cepTuPmrKaTbl».

Ccbinku n [lonosHeHun

e CCbl/IKa Ha OpPUrMHaNbHYIO CTaTbio
e KomaHaa Update-alternatives: noapobHoe pykoBoaCTBO 4S5 NoJib30BaTeNnen Linux
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