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HacTtponka bpanamayspa ¢ nomowbio UFW
Ubuntu Server

BBepeHue

HacTpoinka paboTtatowero bpaHaMayspa UMeeT peLlatoee 3Ha4eHne 4114 3alMTbl Ballero
obnayHoro cepsepa. PaHblle HacTpoika bpaHaMay3pa BbINOJHANACH C MOMOLLBIO CIOXHbIX UK
HEMOHATHbLIX YTUANT. MHOrme 13 3aTux yTunnT (Hanpumep, iptables) MelT MHOXeCTBO BCTPOEHHbIX
(OyHKLMI, HO TpebytoT OT NONb30BaTeNsd AONOJHUTENbHBIX YCUANA ANF UX N3YHEHUS U MOHUMaHWS.

Opyron BapnaHT — UFW , nnu HecnoxHblh MexceTeBon 3kpaH . UFW — 370 nHTepdeic, Lenbio
iptableskoToporo sasnsetca obecneyeHne bonee ynobHoro nHTepgenca, Yem y apyrux yTunmT
ynpasneHus bpanamayspom. UFW xopoluo nogaepxusaetca coobuwectsom Linux n 06bI4HO
yCTaHaBAMBAETCA MO YMOYAHMWIO BO MHOrUX ANCTpubyTmBax.

B 3TOoM pykoBoACTBe Bbl HacTpouTe bpaHamay3p ¢ nomouibio UFW ans 3awmTbl 061a4HOro cepeepa
Ubuntu nnun Debian. Bbl TakXxe y3HaeTe, Kak HacTpouTb npasuna UFW no ymonyaHuto, 4Tobsl
paspeLwmnTb UK 3anpeTuTb CoOefUHEeHNa 415 NOpToB U IP-aapecos, yaaanTb CO34aHHbIE BaMU
npasuna, OTKAKYUTb 1 BKIOYMTE UFW, a Takxxe cOpocuTb BCE HAaCTPOMKM 0BpaTHO K HAaCTPOMKaM o
YMOJI4aHWI0, eC/IN Bbl MpeanoYynTaeTe.

MpepBapuTenbHble YCOBUSA

YT106bI CNlef0BaTb 3TOMY PYKOBOACTBY, BaM MOHagobuTcs cepsep nog ynpasneHnem Ubuntu nnn
Debian. Ha BawwemM cepsepe fomkeH bbiTb Nonb3oBaTenb 6€3 NosHOMOYNIA root ¢ NnpuBMaernamm
sudo. YTobbl HacTponTb 3TO Ans Ubuntu, cnefynTte HaweMy pyKOBOLCTBY MO HaYaslbHOW HAaCTPOMKe
cepsepa ¢ Ubuntu 20.04 . YTobbl HacTponTb 3T0 And Debian, cnenynTe HalweMy pyKoBOACTBY MO
Ha4YasbHOW HacTpounKe cepeepa ¢ Debian 11 . O6a 3TX pyKOBOACTBA MO Ha4abHOM HAaCTPOMKe
cepBepa rapaHTMpPYIOT, YTO Ha BalLeM KoMMbloTepe ycTaHoBaeH UFW 1 4To y Bac ecTb 6e3onacHas
cpena, KOTOPYIO Bbl MOXKETEe MCMOoJIb30BaTh 419 MPaKTUKK CO3AaHUs npasun bpaHaMayapa.

Ucnonb3oBaHue IPv6 ¢ UFW

sudo nano /etc/default/ufw

GNU nano 6.2 fetcfdefault/ufw

Mocne BHeECEHUSA U3MEHEHUI COXPaHUTE 1 BbIngMTE U3 hanna. ECam Bbl UCMOJIb3yeTe Nano, HaXXMnUTe
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Tenepb nepesanycTute 6paHaMay3p, CHa4yana OTK/YUB ero:

sudo ufw disable

3aTeM BKJIOYMUTE ero CHOBA:

sudo ufw enable

Baw 6paHamayap UFW Tenepb HaCTPOEH A5 HAaCcTporKu bpaHamayapa Kak ana IPv4, Tak n ons IPve6,
Korga 3To Heobxoammo. [lanee Bbl HACTPOMTE NpaBuIa N0 YMOMHAHUIO A8 NOOKIOYEHUIA K
bpaHamayspy.

HacTtpouka napametpoB UFW no ymonuyaHuio

Bbl MOXXeTe noBbICUTb 3PEKTUBHOCTL CBOEro BpaHAMayapa, onpeaenvs npasunaa no yMo4aHuUIo
ONs paspelleHns n 3anpeTta nogkatdeHun. Mo ymonyaHuio UFW 3anpellaeT Bce Bxogswme
COeAMHEHMNA N pa3peLlaeT BCe UCX0AsALME COeaNHEHMNS. ITO 03HAYaeT, 4To tobon, KTO NOMNbITaeTCs
NOOK/IIOYNTBCA K BalleMy CepBeEpY, He CMOXeT NOAKM0YMTLCSA, B TO BpeMS Kak Jiloboe npunoxeHme
Ha cepBepe MOXET NOAKJIYNTLCA N3BHE. YToObl 0OHOBMTL NMpaBmia No yMoa4aHWo, yCTaHOBJIEHHbIE
UFW, cHavana obpaTuTech K NpaBuay BXOAAWMX NOAKIOHEHWNNA:

sudo ufw default deny incoming

3aTeM obpaTUTECh K NPaBWUy UCXOAALWMNX COeANHEHWIA:

sudo ufw default allow outgoing

@ MpumeyaHue. Ecnu Bbl XO0TUTE BBECTM Boslee CTPOrne orpaHnYyeHns, Bbl MOXXeTe
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3anpeTuTb BCe UCXOAALLME 3anpochkl. ITOT BapMaHT OCHOBAH Ha JINYHbIX
npeanoYyTeHmax. Hanpumep, ecnum y Bac ecTb 00LLef0CTYNHbIN 061a4HbIN cepBep, 3TO
MOXXeT MOMOYb NPeaoTBPaTUThL Ntobble NOAKIIOYEHNS K yaaneHHon obonoyvke. OgHako
3TO genaeT Baw HbpaHamayasp 6onee rpoMO3[KMM B YrpaBieHUN, MOCKOJIbKY BaM Takxe
NpuAeTCcs yCTaHaBAMBaTb NpaBuia A5 BCEX UCXOAALWMNX COeAMHEHNI. Bbl MoXxeTe
YCTAHOBUTb 3TO 3HAY€HMEe Mo YMOJHaHWIO, BbINOJHUB Clieaytowmne OenCTBuA:

U sudo ufw default deny outgoing

D
(

Pa3pewueHue nopkao4yeHn K Opangmayaspy

PaspelweHune noaknoyeHnin TpebyeT namMmeHeHnsa npasun bpaHamMayspa, 4TO MOXHO CAenaTb, BBEAS
KOMaHAbl B TepMuHane. Hanprumep, eciv Bbl ceivac BKAoYUTe bBpaHamMayap, OH 3anpeTuT Bce
BXOAALLME coeanHeHns. ECn Bbl MOAKNIOYEHbI K CBOEMY cepBepy Yepes SSH, aTo byaeT npobnemon,
NMOCKOJIbKY Bbl byfieTe 3a610KMpoBaHbl Ha CBoeM cepBepe. YTobbl 3TOr0 He MPOU30LLII0, BKIOHYUTE
SSH-noakno4eHns K BallemMy cepeepy:

sudo ufw allow ssh

Ecnn Bawn n3MeHeHMs NPoLLIn yCneLwHo, Bbl MoJiy4ynTe Cﬂeﬂ,yIOLLI,I/II7I BbIBOA:

UFW nocTaBnseTCs C HEKOTOPLIMU HAaCTPONKaMK MO YMOHAHUIO, TaKUMK KaK sshkomaHaa,
NCNOJIb30BaHHas B NpeabiayLweM npmumepe. AnbTepHaTUBHO Bbl MOXETE pa3peLllnTb BXoaswme
NOAKJ/OYEHNS K NOPTY 22/tCp, KOTOPLIA NCMNOSIb3YEeT NPOTOKO ynpasaeHusa nepegaden (TCP) ons
LOCTUXKEHMA TON Xe Lesnu:

sudo ufw allow 22/tcp

Ecnn Baw SSH-cepBep paboTaeT Ha NopTy 2222, Bbl MOXKETE pa3peLlLnTb COeANHEHNSA C TEM Xe
CMHTAKCMCOM, HO 3aMeHNTb ero Ha NopT 2222. ObpaTnTe BHUMaHME, YTO eC/IN Bbl UCMOJIb3yeTe
HoMep nopTa caM no cebe, 370 Takxe nosauseT tcp Ha :udp

sudo ufw allow 2222/tcp
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3awuTta Beb-cepBepoB

YT0b6bl 3aWNTNTL BEB-CEpBEP C MOMOLLbLIO NPOTOKOIa nepeaayn annos (FTP), Bam Heobxoanmo
paspewwmnTb coeanHeHns ona nopta 80/tcp.

PaspelueHune nogknoveHnin gns nopta 80nonesHo ons Beb-cepsepos, Taknx kak Apache n Nginx,
KOTOpble npocaywmsatoT 3anpockl HTTP-coegnHeHns. 0ns 3TOro paspewnTte NoaKI0YeHUa K NopTy
80/tcp:

sudo ufw allow 80/tcp

UFW o6bl4yHO npepocTaBnseT npodunam npasuia, Heobxoaumele ans pabotel Beb-cepeepa. B
NPOTMBHOM Cilydae npoguamn Beb-cepsepa MoOXXHO coxpaHnTb Kak «\WWW» 1 oTKpbITb Kak ftp nam
tcp, Kak B ciefyowWmnx npumepax:

sudo ufw allow www

Bbl Takxe MoxeTe ncnonb3osaThb ftp nav nopt 21, 4106kl pa3pewnTs FTP-coeanHeHns:

sudo ufw allow ftp

sudo ufw allow 21/tcp

Ana FTP-nogknto4eHnn BaM Takxxe HeobxoAnMO paspeLllmnTb NoaKNYeHns ana nopta 20:

sudo ufw allow 20/tcp

Bawu HacTpoikm ByayT 3aBMCETH OT TOr0, Kakme NopThl U CyXObl BAM HY)KHO OTKPbITh, 1 MOXET
noTpeboBaTbCs TeCTMPOBaHUE. He 3abybTe TakXXe 0CTaBUTb pPa3peLleHHbIM Balle SSH-coeanHeHwme.

YKa3aHue guana3oHOB NMOPTOB

Bbl TakXXe MO)XeTe yKa3aTb AMarna3oHbl MOPTOB, KOTOPbIE MOXXHO paspeLlnTb UK 3anpeTuTb C
nomouwbto UFW. nd 3Toro Heobxoammo CHavyana ykasaTb MNOPT B HMXKHEN YacTy Anana3oHa, nocne
Hero NoCTaBUTb ABOETO4YME ( ), @ 3aTeM yKa3aTb BEPXHUN KOHeL, Anana3oHa. HakoHew, Bbl 40/KHbI
yKa3aTb, K KaKOMY NpoTOoKoay (nnm tcpunm udp) Bbl XOTUTE NPUMEHUTbL NpaBuna.

Hanpumep, cnepytowas komaHga paspewnt TCP-gocTyn Ko Bcem noptam ot 1000 no 2000
BKJIIOYNTESIbHO:

sudo ufw allow 1000:2000/tcp
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AHanoru4yHo, cnegyrowas komaHga 3anpetut UDP-nogknoyYeHnsa K Kaxaomy nopty oT 1234p0 4321:

sudo ufw deny 1234:4321/udp

Yka3saHue IP-appecoB

Bbl MOXeTe pa3pewnTb NOAKNI0YEHUS C onpeaesieHHoro IP-agpeca, Kak nokasaHo HuxXe.
Obs3aTenbHO 3ameHnTe IP-agpec cBoen cobCTBEHHON UHDOPMaLNEN:

sudo ufw allow from 192.165.1.117

3anpeT coeauHEeHUu

Ecnn Bbl XOTUTE OTKPbLITH BCE NOPThI Balero cepeepa ( 4To He PeKOMEHAYETCS ), Bbl MOXETe
Pa3peLLnTb BCE COEMHEHNS, @ 3aTEM 3anpPeTuTb Jitobble NOPThl, K KOTOPLIM Bbl HE XOTUTE
npeaocTaBnaTb AOCTYN. B cneaytollemM npuMmepe nokasaHo, Kak 3anpeTuTb AOCTYN K nopTy 80:

sudo ufw deny 80/tcp
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