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HacTtponka bpanamayspa ¢ nomowbio UFW
Ubuntu Server

BBepeHue

HacTpoinka paboTtatowero bpaHaMayspa UMeeT peLlatoee 3Ha4eHne 4114 3alMTbl Ballero
obnayHoro cepsepa. PaHblle HacTpoika bpaHaMay3pa BbINOJHANACH C MOMOLLBIO CIOXHbIX UK
HEMOHATHbLIX YTUANT. MHOrme 13 3aTux yTunnT (Hanpumep, iptables) MelT MHOXeCTBO BCTPOEHHbIX
(OyHKLMI, HO TpebytoT OT NONb30BaTeNsd AONOJHUTENbHBIX YCUANA ANF UX N3YHEHUS U MOHUMaHWS.

Opyron BapnaHT — UFW , nnu HecnoxHblh MexceTeBon 3kpaH . UFW — 370 nHTepdeic, Lenbio
iptableskoToporo sasnsetca obecneyeHne bonee ynobHoro nHTepgenca, Yem y apyrux yTunmT
ynpasneHus bpanamayspom. UFW xopoluo nogaepxusaetca coobuwectsom Linux n 06bI4HO
yCTaHaBAMBAETCA MO YMOYAHMWIO BO MHOrUX ANCTpubyTmBax.

B 3TOoM pykoBoACTBe Bbl HacTpouTe bpaHamay3p ¢ nomouibio UFW ans 3awmTbl 061a4HOro cepeepa
Ubuntu nnun Debian. Bbl TakXxe y3HaeTe, Kak HacTpouTb npasuna UFW no ymonyaHuto, 4Tobsl
paspeLwmnTb UK 3anpeTuTb CoOefUHEeHNa 415 NOpToB U IP-aapecos, yaaanTb CO34aHHbIE BaMU
npasuna, OTKAKYUTb 1 BKIOYMTE UFW, a Takxxe cOpocuTb BCE HAaCTPOMKM 0BpaTHO K HAaCTPOMKaM o
YMOJI4aHWI0, eC/IN Bbl MpeanoYynTaeTe.

MpepBapuTenbHble YCOBUSA

YT106bI CNlef0BaTb 3TOMY PYKOBOACTBY, BaM MOHagobuTcs cepsep nog ynpasneHnem Ubuntu nnn
Debian. Ha BawwemM cepsepe fomkeH bbiTb Nonb3oBaTenb 6€3 NosHOMOYNIA root ¢ NnpuBMaernamm
sudo. YTobbl HacTponTb 3TO Ans Ubuntu, cnefynTte HaweMy pyKOBOLCTBY MO HaYaslbHOW HAaCTPOMKe
cepsepa ¢ Ubuntu 20.04 . YTobbl HacTponTb 3T0 And Debian, cnenynTe HalweMy pyKoBOACTBY MO
Ha4YasbHOW HacTpounKe cepeepa ¢ Debian 11 . O6a 3TX pyKOBOACTBA MO Ha4abHOM HAaCTPOMKe
cepBepa rapaHTMpPYIOT, YTO Ha BalLeM KoMMbloTepe ycTaHoBaeH UFW 1 4To y Bac ecTb 6e3onacHas
cpena, KOTOPYIO Bbl MOXKETEe MCMOoJIb30BaTh 419 MPaKTUKK CO3AaHUs npasun bpaHaMayapa.

YctaHoBka UFW

Mo ymonyaHmio HadmHaa ¢ Ubuntu 18.04 nporpamMma nocTtaBnseTcsa ¢ yctaHoneHHon UFW. OgHako,
Ans 6onee paHHUX CUCTEM, Bbl AO/KHbI BbIMOJHUTL KOMaHAY HUXeE

apt-get install ufw
Ina Toro, 4Tobbl NpoBepuTh, ABAseTca am UFW 3anyLieHHbIM:

systemctl status ufw
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YT06bI NPOBEPUTD, ABASETCS I OH aKTUBHbLIM UM HEAKTUBHbIM
sudo ufw status

ECcnn OH aKTUBEH, Bbl NOJIYHNTE BbIBOJ HNXKE

|'I.; m |'I.;

Y1066l BKNOUYNTL UFW ¢ HabopoM npaBma No yMoNYaHuio, 3anyctute

sudo ufw enable

YT06bl OTKNOYNTL 3anyck bpaHaMay3pa

sudo ufw disable

Ucnonb3oBaHue IPv6 ¢ UFW

sudo nano /etc/default/ufw
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GHU nano 6.2 JSetc/default/ufw

Mocne BHECEHUS U3MEHEHWIN COXPaHUTE U BblnanTe U3 daina. Ecan Bbl MCNO/b3yeTe Nano, HaXXMuTe
CTRL + X, Y, a 3aTem ENTER.

Tenepb nepesanycTute 6paHAMay3p, CHa4Yana OTK/OYMB ero:

sudo ufw disable

3aTeM BKJIOYUTE ero CHOBaA:

sudo ufw enable

Baw 6paHagmayap UFW Tenepb HaCTPOEH ANs HAaCTpoMKKu bpaHamayapa Kak ansa IPv4, Tak n ons IPve6,
Korga 3To Heobxoammo. [lanee Bbl HACTPOMTE NpaBuIa N0 YMONHAHUIO ANA NOOKIOYEHUIA K
bpaHamayapy.

HacTtpouka napametpoB UFW no ymonuyaHuio

Bbl MOXXeTe MoBbICUTb 3PPEKTUBHOCTL CBOEro bpaHaMayapa, onpeaenus npasuia Nno yMoay4aHuio
ANA pa3peLleHna 1 3anpeTa nogkaodeHni. Mo ymonyarnnio UFW 3anpellaeT BCce BXxoasLwme
COeMHEeHMS 1 pa3peLlaeT BCe MCXOAALLMe COeANHEHMS. DTO 03HaYaeT, 4To Ntoboi, KTO NonbITaeTcs
NOOK/OYNTLCA K BalleMy CEPBEPY, HE CMOXET NOAKMOYMTLCSA, B TO BPpEMS Kak Jiloboe npunoxeHme
Ha cepBepe MOXET NOAKJIYNTLCA NU3BHE. YToObl 0OHOBMTL NMpaBuia Mo yMo4aHuo, yCTaHOB/IEHHbIE
UFW, cHavana obpaTnTech K NpaBmay BXOAAWMX MOAKIOHEHNN:

sudo ufw default deny incoming

D
!

3aTem obpaTnTeCh K NpaBuay NCXOAALLMNX COeANHEHNIA:

sudo ufw default allow outgoing
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MpumedaHue. Eciv Bbl XOTUTe BBECTM Bonee CTPOrne orpaHUYeHUs, Bbl MOXXeTe
3anNpeTnTb BCE NCXOAALLME 3aNPOChkl. DTOT BapuaHT OCHOBAH Ha JINYHbIX
npeanoyTeHnax. Hanprumep, ecnun y Bac eCTb 06L1eA0CTYNHbIN 061a4HbIN CepBep, 3TO
MOXKET MOMOYb NPeaoTBPaTUTb Ntobble MOAKMOYEHNS K yaaneHHon o6onoyke. OgHako
3TO AenaeT Baw bpaHamaysp 6osee rpomMo3aKNM B YNPaBAEHUN, NMOCKOJIbKY BaM TaKXe
nNpuaeTcs yCTaHaBAMBaTL NpaBuia 419 BCEX MCXOAALLNX COeANHEHUI. Bbl MoXeTe
YyCTaHOBUTb 3TO 3HAYEHWE MO YMOHaHMIO, BbIMOHNB Cieaytoline AeRCTBUS:

sudo ufw default deny outgoing

D
{

Pa3spelwieHue nogKnao4eHun K OpaHagmayapy

PaspelueHune nofknoveHnn TpebyeT n3MmeHeHnsa npasu bpaHaMayaspa, 4TO MOXHO CienaTb, BBeAd
KOMaH[bl B TepMUHase. Hanpumep, ecan Bbl cenyac BKIYUTe bpaHaMaysp, OH 3anpeTuT Bce
BXoAsWmMe coegmHeHmns. Ecnm Bbl NOOKNOYEHbI K CBOEMY CcepBepy Yepe3 SSH, 3To byaeT npobnemon,
MOCKOJIbKY Bbl byfeTe 3abnokmpoBaHbl Ha cBoeM cepeepe. YTobbl 3TOr0 He MPOU30LLIIO0, BKOHYUTE
SSH-nopkno4yeHna K BalleMy cepeepy:

sudo ufw allow ssh

Ecnun Bawmn nameHeHns npoLwJin ycnewxo, Bbl noay4unTe Cﬂe,D,yIOLLI,VIM BbIBOA:

UFW nocTaBnsieTCcs C HEKOTOPLIMU HAaCTPONKaMK MO YMOMYAHUIO, TaKUMN KaK sshkomaHaa,
NCNOJIb30BaHHas B NpeabiayLwem npumepe. AnbTepHAaTUBHO Bbl MOXKETE pa3peLllnTb BXoadwme
NoOK/OYEHNS K NOPTY 22/tCp, KOTOPLIN MCMONb3YEeT NPOTOKON ynpasieHusa nepenayen (TCP) gns
LOCTUXKEHMA TON Xe Lenu:

sudo ufw allow 22/tcp
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Ecnun Baw SSH-cepsep paboTaeT Ha NopTy 2222, Bbl MOXXETE pa3peLllnTb COeJMHEHUS C TEM Xe
CMHTAKCMCOM, HO 3aMeHNTb ero Ha nopt 2222. ObpaTnTe BHUMaHWE, YTO eC/IK Bbl NCMOJIb3yeTe
HoMep nopTa cam no cebe, 3T0 Takxe nosnuseT tcp Ha :udp

sudo ufw allow 2222/tcp

Ecnn Bbl XoTUTE yYOanTb NpaBunio, 3anyctuTe

sudo ufw delete allow 2222/tcp

YT106bI yBMOETH BCE YCNIYTW, KOTOPbIE MOFYT ObITb pa3peLleHbl K 3anpeLleHbl B CUCTEME MPOBEPbLTE
thann /etc/services.

cat /etc/services | less

worldwide open-source software - https://wwoss.direct.quickconnect.to/


https://wwoss.direct.quickconnect.to/lib/exe/detail.php?id=software%3Alinux_server%3Aubuntu_server_setting_firewall_ufw&media=software:linux_server:ufw_9.png
https://wwoss.direct.quickconnect.to/lib/exe/detail.php?id=software%3Alinux_server%3Aubuntu_server_setting_firewall_ufw&media=software:linux_server:ufw_17.png

Last
update:
2024/03/01
11:38

software:linux_server:ubuntu_server_setting_firewall_ufw https://wwoss.direct.quickconnect.to/doku.php?id=software:linux_server:ubuntu_server_setting_firewall_ufw&rev=1709282336

L
]
E-:

. |

3awumTa Beb-cepBepos

YT106bl 3aWMNTNTL BEB-CEpBEP C MOMOLLLIO NPOTOKOa nepeaayn ¢annos (FTP), Bam Heobxoanmo
pa3pewnTb coeanHeHna aonsg nopta 80/tcp.

Pa3pelueHmne nogkaoyeHnin ans nopta 80nonesHo ans seb-cepeepos, Taknx Kak Apache n Nginx,
KOTOpble MpocayLwmnBatoT 3anpockl HTTP-coegnHeHns. 15 3TOro paspewnTte NnoaKIOYEeHUA K MOpTy
80/tcp:

sudo ufw allow 80/tcp
UFW 06bl4HO npefocTaBnseT npodunaM npasmna, Heobxoanmele ans pabotel Bed-cepsepa. B

NPOTUBHOM CJly4ae npoguan Beb-cepeepa MOXXHO coxpaHnTb Kak «WWW>» 1 OTKPbITb Kak ftp nnn
tcp, Kak B ciegyowmnx npumepax:
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sudo ufw allow www

Bbl Takxe MoxeTe ncnosb3oBaThb ftp nam nopt 21, 4106kl pa3pewnTsb FTP-coeanHeHmns:
sudo ufw allow ftp

sudo ufw allow 21/tcp

Ana FTP-nogknto4YeHnn BaM TakxXe HeobxoAnMO pa3peLllnTb NoAKoYeHns ana nopta 20:
sudo ufw allow 20/tcp

Bawwu HacTponkn byayT 3aBNCETb OT TOr0, Kakne NopThbl U CAy>KObl BAM HY>XHO OTKPbITb, M MOXET
notpeboBaThbCa TeCTUpoBaHMe. He 3abyabTe Tak)Ke 0CTaBUTb pa3pelleHHbIM Balle SSH-coeanHeHue.

YKa3aHue guana3soHOB NOPTOB

Bbl TakXXe MOXXeTe YKa3aTb AMana3oHbl MOPTOB, KOTOPbIE MOXHO PA3PeLlnTb UK 3aNpeTuTb C
nomoulbto UFW. 1ns 3Toro Heo6xoamMmo CHayasa yKasaTb MNOPT B HUXKHEN YacTy Anana3oHa, nocie
Hero NoCcTaBuUTb ABOETOYME ( :), @ 3aTEM YKa3aTb BEPXHUI KOHeL, AMana3oHa. HakoHel, Bbl 4OIKHbI
yKa3aTb, K KaKOMy NpoToKoy (nnu tcpunm udp) Bbl XOTUTE MPUMEHUTL NpaBua.

Hanpumep, cnepytowas komaHga paspewnt TCP-gocTyn ko Bcem noptam ot 1000 no 2000
BKJIIOYNTESIbHO:

sudo ufw allow 1000:2000/tcp

AHanorun4Ho, cnegyrouwan komaHga 3anpetnt UDP-nogkno4eHna K Kaxxgomy nopty ot 123400 4321:

sudo ufw deny 1234:4321/udp

Yka3aHue IP-appecoB

Bbl MOXXeTe pa3pelnTb NOAKII0YEHMA C onpefeneHHoro IP-agpeca, Kak NoKasaHo HuxXe.
O6s3aTeNbHO 3ameHnTe IP-agpec cBoen cobCTBEHHON UHOPMaLNEN:

sudo ufw allow from 192.165.1.117
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Ecnn Bbl XOTUTE OTKPbITH BCE NMOPTbI BaLLEro cepsepa ( 4To He PeKOMEHAYETCS ), Bbl MOXETE
Pa3peLLnTb BCE COEMHEHNS, @ 3aTEM 3anpPeTUTb Jitobble NOPThl, K KOTOPLIM Bbl HE XOTUTE
npeaocTaBnaTb AOCTYN. B cneaytolleM npuMmepe nokasaHo, Kak 3anpeTuTb AOCTYn K nopTy 80:

sudo ufw deny 80/tcp

YpaneHuve npaBun

Ecan Bbl XOTUTe yAaNUTb HEKOTOpPbIE MpaBuia, KOTOPbIE Bbl aAMUHUCTPUPOBAJIN, NCMOJIb3YNTE
delete n yKaxxuTe npaBno, KOTOPOE Bbl XOTUTE yAanuTb (NpuMmep anana3oH noptos 1000:2000):

sudo ufw delete allow 1000:2000/tcp

Ecnn npaBuna AsMHHbIE N CNOXHbIE, CYLLECTBYET afibTePHATUBHBIA ABYX3TanHbI noaxon. CHavana
Co3aalniTe HYMepPOBaHHbIN CMNCOK TEKYLLUMUX MpaBu:

sudo ufw status numbered

3aTeM C NoMOLLbI0 3TOr0 HYMEPOBAHHOIO CMUCKA NPOCMOTPUTE, Kakune NpaBuia paspeLleHsl B
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NaHHbI MOMEHT, ” yhoannTte npaBunao, CBEPUBLLNCL C €ro HOMepPOM:

Hanpumep, ecnn grnana3oH noptos 1234:4321/udp B cnncke nmeeT HOMep 6, Bbl AOJIKHbI
MCNONb30BaTb CIeYIOWMN CMHTaKCUC. BaM Takxxe MoXeT OblTb 3aZlaH BONPOC, XOTUTE /K Bbl
NPOAOJ/IKUTL onepaumto. Bbl MmoxeTe pewnTs Aa Y nam Het N:

sudo ufw delete 6

[ Y N

[a)}

-1

g1

Bbl TakXxe MoXxeTe ncnonb3oBaTh verbose ans 6onee NonHOro BbiBOAA:

sudo ufw status verbose
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COpoc HacTpoeK No YMONIHAHMIO

Ecnn no Kakon-To npu4nHe BaMm Heobxoanmo cOpocuTb NpaBmia Bawwero o6n1ayHoro cepeepa K
HaCTpOMKaM Mo YMOJI4aHMI0, Bbl MOXKETE CAeNaTb 3TO € nomouwblo ufw reset komaHabl. ObpaTute
BHUMaHWeE, 4TO Bbl MOJly4nTE NpuUriaweHne Hanucateb Y unn N nepen cbpocom BCeX AaHHbIX,
MOCKOJIbKY 3TO MOXKET HapYyLWWTb CylecTByoWme coegmnHeHns SSH:

sudo ufw reset

C6poc HacTpoek No ymonyaHuo oTkaydnT UFW 1 yoanuTt Bce paHee onpefeneHHble BaMuy npasuia.
OfHaKO HAaCTPOMKKN MO YMOJIYAHMIO HE N3MEHSTCA Ha UCXOOHbIE, €CNN Bbl BOODOLLE UX N3MEHNUTE.
Tenepb Bbl MOXETEe HavyaTb paboTy ¢ UFW 3aHOBO 1 HAaCTPOUTL NpaBuaa U COeANHEHNS MO CBOEMY

BKYCY.

3aKo4yeHue

B 3TOM pyKOBOACTBE Bbl Y3HaNN, KaK HAacTpouTb 061a4HbIA cepBep, H4TobObI paspewnTb Nau
OrpaHMynTb JOCTYM K NOAMHOXECTBY NOPTOB uUnu IP-agpecos. KpoMe TOro, Bbl MOMPaKTUKOBAJINCL B
yaaneHumn nobbix NpaBma, KOTopble BaM 60/bLUe He HY)KHbI, U MOATBEPXAEHUN TOrO, 4YTO 3TK
N3MeHeHNs OblIn YYTeHbI, OTK/IOYUB, @ 3aTeM BKIOYMB bpaHamaysp UFW. HakoHel, Bbl y3Hanu, Kak
cObpocnTb HacTponku bpaHamayspa UFW go HacTpoek no ymonyaHuio. Y1obbl y3HaTh 6onblue o
BO3MOXHOCTAX UFW, 03HaKoOMbTeCh C HaWUM pykoBOACTBOM «OcHOBbI UFW: 0bLine npasuna un
KOMaHZbl bpaHaMay3pa».
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Ccbinku n lonosHeHun

e Ccblsika Ha CTaTblo aBTOpa
e «OcHoBbl UFW: 0buue npaBuna n komaHabl bpaHamayspa.
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