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<?php

// QYHKUMSA MOJIHON OYNCTKN CTPOK

function sanitize and validate($data, $max_ length 16
// 1. 3anpeLwyaem npobesibi, Tabbl, NEPEHOCHI CTPOK
$data preg replace('/\s+/', '', $data

// 2. Obpe3zaem cTporo Ao 16 cnmBosos (. 7)
$data = mb substr($data, 0, $max length, 'UTF-8'

// 3. Boipe3zaem ntobbie HTML - Teru, CKpunTbl, KOHCTPYKUUW Tuna <?php (n. 4, 5, 6, 8)
$data = strip tags($data

// 4. OctaBnsem TOJIbKO 6yKkBbl (naTuHuLa), Unppbl N 3HaKn
rnoavYepKnBaHus/gepuca/To4ku

// 3TO MNOJIHOCTbIO YHNUYTOXAET Jtobbie rnonbiTkn SQL - nHbekumii (tuna OR 1=1) u
XSS-aTak

$data = preg replace('/["a-zA-Z0-9 \-\.1/', '', $data

return $data

// YepHble crinckn 3anpeLyeHHbix c1oB (. 4.1 n 4.2)

$forbidden usernames ‘admin', 'administrator', 'test', 'root'
‘user', ‘'guest'

$forbidden passwords 'gwerty', 'abcdef', '123456', 'iamnumberl’
'password’

// Mpumep nposepku npuiiealunx POST - faHHbIX (BCTpanBaeTCs B

api/start install.php)

if ($ SERVER['REQUEST METHOD' "POST'
$input user = isset($ POST['username'’ ? $ POST[ 'username' v
$input pass = isset($ POST|[ 'password'’ ? $ POST| 'password' t

// YncTtum gaHHeble
$clean user = sanitize and validate($input user, 16
$clean pass = sanitize and validate($input pass, 16

// [poBepsiem no maccmBaM 3arnpeToB (BXOXAEHWE MNOACTPOKM)
foreach ($forbidden usernames as $bad user

it (strpos(strtolower($clean user), $bad user false
empty($clean user
echo json_encode(['error' ‘Heponyctumoe nms
nosib3osatens!’
exit
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$forbidden passwords $bad pass
strpos(strtolower($clean pass $bad pass false
empty($clean pass
json _encode(|'error' 'CAIMLIKOM NPOCTON UM 3anpeLLeHHbIN
naposb!'
exit
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