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Pa3paboTtka Beb-®poHTeHpa

Ha Hawem byayuiem cepsepe byaeT NnocToAHHO 3anyLleH Beb-cepep Nginx. OH npeaocTasuT
No0JIb30BaTE/N0 BO3MOXHOCTb YNPaBasaTb CUCTEMON Yepe3 Beb-npunoxeHne B okHe Bpaysepa no
BpemeHHoMy nopTy 7000. Ecnm nonb3oBaTenb 3ax04eT MCNOJIb30BaTh COBCTBEHHEIN BeG-CepBep, B
npuioxeHun emy bynet goctyneH Beb-cepsep Apache2 ¢ nognepxkon PHP. Cnyx6bl OpenSSH n
Samba, aBTO3anycK KOTOPbIX HaCTpavBaeTCa ANA Co34aHMa BeO-NpunoxeHns, Takxe byayT no
YMONYaHNIO OTK/OYEHbI C BO3MOXKHOCTbIO MX MOCTOSAHHOIO BK/IOYEHMS Yepe3 NaHesb yrpaBaeHus.

HacTpo#ka Nginx Ha obpaboTky PHP
®aun nginx.conf

Mbl nepennLLeM KOHGUIypaLnoHHbIA hann nginx.conf, nobasms npasunbHbIn 610K location ~ \.php$,
paboTatowwmin 4epes UNIX-cokerT.

#bash

cat "EOF' sudo tee /etc/nginx/nginx.conf dev/null
worker processes ;

events
worker connections ;

http
include mime. types;
default type application/octet-stream;
sendfile on;

keepalive timeout ;

server
listen ;
server _name Llocalhost;
root usr/share/nginx/html;
index index.html index.htm index.php;
location

try files $uri $uri/ =404;

location ~ \.php$
include fastcgi.conf;
fastcgi pass unix:/run/php-fpm/php-fpm.sock;
fastcgi index index.php;
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EOF

sudo tee /etc/nginx/nginx.conf >

connections 1024;

tet-stream;

htm1;
htm index.php;

$uri $uri/ =404;

s
hp-fpm/php-fpm. s

TECTMPOBaHMe CUHTaKCUCa nginx.conf

Ham Hy>XHO NpoTecTMpoBaTb CMHTaKcMC Nginx, 4Tobbl ybeanTbCs, 4TO BCe CKODKM 3aKpbITbl U COKET
nponuncaH 6e3 owmnbok.

#bash

sudo nginx -t

d not b al _| you should increase either
oring T

(TecT npovigeH ycnewHo (syntax is ok, test is successful). lpeaynpexaeHune o types_hash — 370
CTaHAapPTHbIA MHMOPMAaLMOHHBIVI BOPHUHI, Ha paboTy OH He BANSET.)

MpoBepka cogep>xxumoro ¢anna nginx.conf

#bash

cat -n /etc/nginx/nginx.conf
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connec

/htm1;
.htm index. php;

nf;
php-fpm/php-fpm.

NMepe3anyck Beb-cepBepa

#bash

sudo systemctl restart nginx

t] restart nginx

MpoBepka cTaTyca cnyX6Obl

#bash

sudo systemctl status nginx

MpoBepuM AUpPEKTOPUIO
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YT106bl He 3aNyTaTbCs B CTPYKTYpe 63KeHaa n hpoHTEHAA, AaBalTe CHavyana MPOBEPUM, YTO cenyac
BoobLle HaxoanTCSA BHYTPY KopHeBorn nanku Nginx Ha tom_1.

#bash

1s -la /usr/share/nginx/html

MpoBepum 3anyck n paboTy Beb-cepsepa Ha nopTy 7000 B bpay3sepe Ha CTpaHuue
http://192.168.1.72:7000/

e 6 Welcome to nginx! x + _ O %

« G A Hesaupmeno 192.168.1.72:7000 r ™M O @

Welcome to nginx!

If you see this page, nginx is successfully installed and working. Further
configuration is required for the web server, reverse proxy, API gateway, load
balancer, content cache, or other features.

For online documentation and support please refer to nginx.org.

To engage with the community please visit community.nginx.org.

For enterprise grade support, professional services, additional security features
and capabilities please refer to f5.com/nginx.

Thank you for using nginx.

MpoBepsiem aBTO3anyck cnyXxonl php-fpm

Y6enumcs, 4to cnyxxba PHP-FPM akTnBMpoBaHa B aBTO3anycke, 4Tobbl npu ctapte ¢gpnewkn B O3Y
OHa 3anycTunacb cama Bmecte ¢ Nginx.

#bash

systemctl is-enabled php-fpm

ict] is-enabled php-fpm

(MpumeyaHue: cTaTtyc disabled - Bbik04eHa)
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BknioyaeMm cnyx0y php-fpm B aBTo3anyck

Bktounm cnyxoby PHP-FPM B aBTO3anycke, 4Tobbl Npu cTapTe daewkn B O3Y oHa 3anycTunacb cama
BMecTe ¢ Nginx.

#bash

sudo systemctl enable php-fpm

(MpumevaHune: co3aaHbl CUCTEMHbIE CUMINHKM)

MpoBepsem cTaTyc aBTo3anycka cayx6el php-fpm

Y6ennmcs, 4to cnyxba PHP-FPM akTmBMpOBaHa B aBTo3anycke, 4Tobbl npu ctapTe daewkn B O3Y
OHa 3anycTuiack cama BMecTe ¢ Nginx. Ybeammcs, 4To cuctemMa Tenepb panopTyeT NpaBuJibHbIN
cTaTyc.

#bash

systemctl is-enabled php-fpm

, systemct] is-enabled php-fpm

(MpumeyaHue: cTatyc enabled - Bkao4YeHa)

CHATMe cucTteMHOU usonsauuu c PHP

B Arch Linux cnyx6a php-fpm no ymonyaHuio 3anepta (ProtectSystem=full). N3-3a 3Toro PHP Bngut
cucTeMHble (hannbl nosb3oBaTenien kak Read-Only. CHMMeM 3To orpaHuyeHue.

OTKponTe nepeonpenesneHne HacTpoek CiyXbbi:

#bash

sudo systemctl edit php-fpm

BcTaBTe CBOM CTPOKM CTPOro Mexnay nepson 1 BTOPOM CTPOKaMM KOMMeHTapueB (00bI4HO TaM eCTb
ABHasA Noacka3ka ### Lines below this comment will be discarded nnu aHanorn4yHas).:
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ini

[Service]
ProtectSystem=false
ProtectHome=false

_GNU nano 9.0 etc/systemd/system/php-fpm. service.d/. #override. conT08e8a472e69155c5 Modified
f ce

@E Location Undo
Wi Go To Line Redo

em,/php-fpm. service. d/override. conf’.

(BbiBOA 03HaYaeT npaBu/ibHO OTPeAaKTUPOBaHHYO KOHGuUrypaumto, n systemd ycnewwHo co3gan
KOHQUIrypaLnoHHbIV thavin (drop-in ¢havisi) ¢ Balummmn HacTpovikamu ro rnyTu /etc/systemd/system/php-
fom.service.d/override.conf)

Mepe3anycTute cnyxoy:

sudo systemctl restart php-fpm

systemct] restart php-fpm

HacTpoika Samba-cepBepa
NMposepsieMm cocTosiHue Samba-cepeepa Ha tom 1

HaM Hy>XHO y3HaTb, 3anyLleH a1 geMoH Samba (smb), 4Tobbl NOHATL, CMOXEM NN Mbl CPasy
NOAKMNOYNTb ceTeBor AnckK B Windows.
BbinonHUTE B TepMUHaNe KoMaHay:

#bash

sudo systemctl status smb
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e; disabled;

disabled)

(3TOT BbIBOA 03HA4YaeT, 4To cayxba yCcTaHOB/IEHa B CUCTEME, HO €€ aBT03aryCK OTK/IIOYEH U B

AaHHbIV MOMEHT C/1yxba He 3anyLlleHa (0CTaHoBJIeHa))

Co3paHue KoHpurypaumoHHoro pauna smb.conf

Co3paaum KOHUIypaLMOHHbI hasl B pelakTope nano.

BbINO/IHWTE B TEPMUHAJIE KOMAHAY:

#bash

sudo nano /etc/samba/smb.conf

®ainn NycTon 1 roToB K 3amnoJIHEHN0. BCTaBbTe B HEro ciefyowmin MUHUMasbHbIR paboynin KoHGWT,
4yT0bbl OTKPLITL AOCTYN K aupekTopun Nginx (/usr/share/nginx/html) c aBToOMaTU4eCKUM

HacnenoBaHueM 6e3onacHbix Npae AocTyna (775 ons nanok n 664 onsa gannos):

ini

global
workgroup = WORKGROUP

server string = Arch Linux Toml

security = user

map to guest = Bad User

log file = /var/log/samba/“m. log
max log size =
nginx_html
path = /usr/share/nginx/html
writable = yes
guest ok = yes
guest only = yes
force user = http

create mask = 0664
directory mask = 0775
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GNU nano 9.0 Jetc/samba/smb. conf

Moditied

map
log fi

are/nginx/html

[¥ Location Bl Undo
W Go To Line 83 Redo

®avin nameHeH. Haxxmute nocnegosatesbHo:CTRL + O, 3ateM Kknasuiy Enter (gna 3anucu
¢avina).CTRL + X (gn4 Bbixofa 13 pegaktopa hano)

lNMpoBepKa CUHTaKCHUCa

BbINOJIHATE BCTPOEHHYI0 KOMaHAy Samba A58 NpoBepKM CUHTaKcMca daliia KoHUrypaumm:

#bash

testparm -s

r role: ROLE_STANDALONE

# Global par
[global]

J/nginx,/html

TecT cuHTakcuca nponaeH ycnewHo (Loaded services file OK). Owunbok B thanne smb.conf HeT.
CeTeBa# nanka nginx_html onpegenexa sepHo.

Cnepylowun war — 3anyck n gobasneHune cnyxbel Samba B aBT03arpysKky.

#bash

sudo systemctl enable --now smb

r.target.wants/smb.service’ - "Jusr/Ti

(CuManHK ycrnelwHo co3aaH, cayxba gobasieHa B aBTo3aryck.)
Cnenytowmnin war — obs3aTenbHas NPOBEpPKa CTaTyca 3anyLWweHHOro AemMoHa Samba.
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lNMpoBepkKa cTaTyca

#bash

sudo systemctl status smb

isabled)

connections..."”

(Cnyxba smb paboTaeT B pexxume active (running) v nNoJIHOCTbIO rOTOBA NPUHNMAaTbL CEeTeBblE
MoAK/II0YEeHMS.)

Cnyx6bl HaCTpoeHbI. MepenaemM BNaeHNe KOPHEBLIM KaTanoroM calTa BCTPOEHHOMY Beb-
nonb3oBaTento http. 3agaem npasa 775 ons scex nanok (41obsl Samba 1 Nginx Mmoramn co3gaBaTb
thannbl) n 664 gna ¢annos (TObKO YTEHUE 1 3annck, 6e3 hnaros NCNOJIHEHNSA):.

BbiNosHWTE B TEpMMHANE KOMaHAY:

#bash

sudo chown -R http:http /usr/share/nginx/html
sudo find /usr/share/nginx/html/ -type d -exec chmod +
sudo find /usr/share/nginx/html/ -type f -exec chmod +

(MpaBa 777/664 Ha3Ha4YeHbl yCreLHo.)
Cnepytownin oba3aTenbHbIN War no HaleMy njiaHy — npoBepKa Toro, Kak CUCTeMa NpuMeHuna aTu
npaBa K COAEPXXMMOMY KaTaJsora.

#bash

1s -la /usr/share/nginx/html
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(Mposepka npas npoLuna ycrnelwHo. CTPOKN drwxrwxr-x /151 TeKyLev nanku (.) u -rw-rw-r- s
¢havinios index.html n 50x.html noaTBepXXAar0T, 4TO AOCTYM MOJHOCTbIO OTKPbLIT Ha YTEHUE, 3arnChb
/19 10J1b30BaTesIeN CUCTEMBI.)

MopkniouyeHue ceteBon nanku B Windows

Mony4yum To4HbIA Tekywun IP-appec cepeepa tom_1

BbiNoNHWTE B TEPMUHANE KOMaHAY:

#bash

ip -br address show scope global | awk '{print $3}' cut -d/ -fl

$ ip -br address show scope global awk "{print $3}°

Tenepb Nanka roToBa K NMOAKJIIOYEHUIO B Ka4eCTBE CETEBOro ancka B cpene Windows, 4Tobbl Bbl
MOr /I OTKpPbITb €é Yyepe3 Notepad++.

1. OTkpownTe MpoBogHUK (3TOT KOMMblOTEP) Ha Bawen Windows-malunHe.
2. B BEpXHEM MEHI0 HAXXMUTE KHOMKY «[MOAKI0YNTL CETEBON ANCK» (NN HAXXMUTE NpaBoWn
KHOMKOW MbILWW N0 «3TOT KOMMbIOTEP» = «[TOAKNIOYNTL CETEBON ANCK>).

= 2 + | 3ToT KoMnbtoTEpR - O X
m KomnewoTep Bug e
[ ¥83AMTE MAKN MSMEHMTE NP OTPAMMY
v ¥ L !
. . 1B CEOWCTEa CUCTEMBI
Ceoiicrea OTKEpEITE MeperMeHOEaTE Jocryn K Mogenoynte Jo6aBWTE CETEEOE OTEpHTE .y
MYyNETHMELNE T CETEEOH WK™  PACNoNOMEHHE napameTpel fro S NPAENEHWE

PacnonoxeHune CeTb Cucrema

« « 4 E s 3vorkomnsrotep > v | D Mowck: 3TOT KoMNbOTER

~
v [ 3107 kompeenTen ~ Nanku (7

B Buaeo CeepnyTe

l; Jokymentel
ik E
=| Ookyme Ynpaenenue E
I 3arpysk OTKpENWTE OT HaYaNBHOTO 3KpaHa
=) 1z06pa MogkroYKTE CETEEDIA ANCK... L WzoBpaxkenna
J” Mysabia OTKg‘jb B HOBOM OKHE
) 2
3aKpenuTL Ha NaHenw GeiCTporo AocTyna
§ OBneny P P AseTy! OBbemHeIe obbeKTEI
OTKNYNTE CETEBOI SNCK...
I PaBoun
TNokans JoBaBNTE HOBLIM 3NEMEHT B CETEBOE DKPYKEHWE
s HoBRIA Yaanwte
s Jokans Mepenmenoeats
- CeoiicTea A
JInementoe: 11 = =

1. B none «lanka» BBeguTe ceTeBOW NyTb, UCNONb3ys IP-afpec Bawero cepsepa tom_1 (13 noros
PuTTY: 192.168.1.72 nnn 4yepes KHonky 0630p)
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(B kopHe /usr/share/nginx/html/ Tonbko avinbl 50x.html n index.html.)
Pa3BopayvBaeM CTPYKTYpy KaTasloroB ANs Hawero Beb-uHTepdernca. Cosfgaamm cTaHAapTHbIE Nanku
ONS CTUNEeR, CKPUNTOB U CEPBEPHOW JIOMUKN.

CucrteMHbin nonb3oBaTtenb http

Monb3oBaTenb http B Arch Linux — 3T0 BCTPOEHHbI CUCTEMHbI MONb30BaTEb, OT UMEHM KOTOPOIro
no ymonyaHuio pabotatoT Beb-cepsepbl (Hanpumep, Apache nam Nginx) n conyTcTByoLwme um
cny6bl.

OH c034aeTcst aBTOMATUYECKM MPK YCTAHOBKE 3TUX NMPOrpaMM A5 M30A4LMMN NPOLLECCOB M
obecneyeHns 6eszonacHOCTN.

HasHa4yeHue

e be3onacHocTb: Beb-cepBepbl He A0KHbI paboTaTb NoA NpaBamMu cynepnonb3oBaTens (root).
Ecan 3/10yMbIlNEHHUK HandeT ya3BUMOCTb B BalleM CanTe, OH MOAYYUT OOCTYN TONbKO K
tharnam c npaBamm nonb3oBaTtens http, 4To ybepexxeT oCTasbHY0 CUCTEMY OT B3/10Ma.

e [IpaBa Ha halnbl: 3TOT NOSb30BaTENb BAAEET hannamm 1 Nankamn, K KOTOpPbIM cepeep
nMmeeT gocTtyn (06bIYHO OHM PacnoNoXKEHbI B AnpekTopun /srv/http/).

e ['pynna http: Ons yaobcTea cywecTByeT oAHOMMEHHas rpynna http, B KOTOpyto MOryT BXOAUTb
Apyrue nonb3oBaTenu, 4Tobbl UMeTb BO3MOXXHOCTb pefakTupoBaTh halsbl canTa 6e3
N3MeHeHNs NpaB 4OCTyNa K HUM Yepe3 sudo

NpuMmeHeHue

e PasmeweHune canToB: Mpu HacTporke Nginx, Apache nnn PHP-FPM vacTo TpebyeTca
yKa3blBaTb, YTO NPOLECC AOJKEH 3aMyCcKaTbCa 0T UMeHu http.

e HacTponka pa3pelueHunn (Permissions): Ecnv canT BbigaeT owmnbky goctyna (Hanpumep, 403
Forbidden), 0bbI4HO 3T0 03Ha4aeT, 4TO y Nosab3oBaTesnsa http HET NpaB Ha YTEHUE HYXHbIX
hannos nnm nanok.

e be30nacHOCTb KaTasioros: ECiv CKpunTaM Ha canTe HYXXHO 3arpyXaTb (paisibl Ha cepBsep,
nanke 3arpy3kum Heobxoamnmo BbiAaThb NpaBa (BNagenbua) onsa nonb3osatens http

BbiBOA, CTPOK nosb30BaTesie CUCTEMbI

BeiBogMM CTPOKWM TPEX HaMN N3BECTHbIX nonb3oBaTenen n3 6asbl AaHHbIX.

#bash

sudo grep -E '“(root|eva|http):' /etc/shadow
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e BTopoe none — AJIMHHBLIN X3W $y$.... 3TO 3aMpPOBaHHbLIN Naposib Cyneprnosib3oBaTensd.Yncno
20594 — paTa nocnegHero namMeHeHns napons (B AHAx ot 1970 rona).B KoHUE CTPOKN —
NycTble NoAs. 3TO 3HAYMT, YTO A5 root HET HUKAKUX OrPaHNYEeHNI.

eva:$y$j9Ts$...:20594:0:99999:7:::

e ToXXe BUANM X3LW INYHOr O Napons.

e [TapameTpbl 0:99999:7 03HayvalOT CTaH4APTHbIE NpaBwWsia MNoJib30BaTess: NapoJib MOXXHO
MeHATb cpa3y (0), oH pencteyeT 99999 nHen, a 3a 7 AHEN [0 NCTEYEHUS CUCTEMA HAYHET
npegynpexanatb. BocbMoe none nyctoe — akkayHT He 6a0KupyeTcs.

http:1*:20594.::::::1:

e BTOpoe none coaepXxuT '*. 3To MapKep TOro, 410 Naposb 3abnoknpoBaH (BXo4 no napoJsito
HEBO3MOXXEH, y4eTKa TexHM4yeckas).BHMMaHe B caMbll KOHEL, CTPOKK: ::::::1:

e Ha npegnocnenHen nosmuum (8-e none) ctont undpa 1. B cucteme Linux 3T0 03HaYaeT, 4To
y4eTHas 3anucb NpUHYAMTENbHO 3abnokmpoBaHa nogcuctemon besonacHocT PAM yepes 1
[AeHb nocne Havana anoxu Unix (To ecTb 2 AHBaps 1970 roga).

N3meHsieM napaMeTpbl Nosab3oBaTens http

YbepeM 3Ty eAnHNLY N3 KOHL@ CTPOKK, 4TOBbI caenaTb yYeTHYH 3anncb 6eCcCpoyHoN.

#bash

sudo chage -E -1 http

toml ~]% sudo chage -E -1 http
word for eva:

MpoBepka usmeHeHuin B hpanne /etc/shadow

#bash

sudo grep '“http:' /etc/shadow

p "Ahttp:’ fetc/s

(CTpoKa 3aBepLUaeTCs YNCTbIMU ABOETOYMAMMY (::::::), 4TO 03HaqaeT: b10kupoBka PAM rosHOCTbIO
CHATa, akkayHT http cTan 6eccpoyHbIM)
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Hactpoiika 6ecnaponbHoro gocryna B sudoers

YT106bI PHP-CKpUNTHI MOr AN BbI3bIBATh YTUAUTLI YIpaBieHUs akkayHTamu 6e3 BBofa napons u 6es
Hann4ns TekKCToBOro akpaHa (TTY), HacTpouM npasuia 6esonacHocTu. Komarnael byayT
npobpacbiBaTbCA BO BHELLHIOWO CUCTEMY Yepe3 yTuauTy systemd- run ana obxona orpaHumyeHuni
6e3onacHocTun PHP.

OTKponTE KOH(UIypaumoHHbIA hann CTporo Yepes visudo:

#bash

sudo EDITOR=nano visudo

OR=nano visudo

B cambiin KOHeL hanna fobaBbTe cnepyloline CTPOKK:

text

http ALL=(ALL) NOPASSWD: /usr/bin/useradd, /usr/bin/userdel,
usr/bin/usermod, /usr/bin/chpasswd, /usr/bin/groupadd,
usr/bin/groupdel

http ALL=(ALL) NOPASSWD: /usr/bin/sh, /usr/bin/systemd-run,
usr/bin/sed

Defaults:http !requiretty

GNU nano 9.0 etc/sudoers. Tmp Moditied

I swd, /usr/bin/groupadd,B

B Location undo
W Go To Line redo

CxeMa Beb6-naHenu ynpasneHns B OCHOBHOM cucteme (tom 1)

Manka Beb-cepsepa nginx_html HaxoanTcs no nyTw /usr/share/nginx/html/ n nmeeT cnepytouLyto
CTPYKTYpY (hannos 63keHaa (PHP) n dpoHTeHaa (JS/CSS):

/usr/share/nginx/html/ # KopHeBasa anpekTopus Beb-cepeepa Nginx
|— index.html # [naBHbIV NHTepgenc naHenu (BKNagKu,
Tabnuubl, MOJasibHbIE OKHA)
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— CSs/

L style.css # CTunun ohopMaeHna nHTepdenca naHenn
ynpaBneHuns
— js/

L— app.js # KnueHTckas noruvka (acuHxpoHHble Fetch-
3anpocel K API, unbTpbl)
L— api/

|— users.php # CepBepHbIi 06paboTyMK ANA CUCTEMHBIX
nonb3osatenen (/etc/passwd)

L— groups.php # CepBepHbI 06paboTHMK ONS CUCTEMHbIX Fpynn
(/etc/group)

Co3paHue AUpPEeKTopuin

BpemMeHHO n3mMeHUM npasa g4 pa60Tb| B KOHCOJIN

#bash

sudo chown -R http:http /usr/share/nginx/html
sudo find /usr/share/nginx/html/ -type d -exec chmod +

BbinonHuTe B TepMuHane PUTTY oOHY KOMaHAy:

#bash

mkdir -p /usr/share/nginx/html/{css,js,api,assets

p /usr/share/nginx/html/{css,js,api,ass

Manku co3fnaHbl. Tenepb 06s3aTesbHbIN LAr KOHTPOJIA: NMPOBEPSEM, KaKue npaBa AOCTyna W

BlaflesIbLibl Ha3HaYeHbl [N HOBbIX AUPEKTOopMiA, 4Tobbl Windows-nosib3oBaTens Samba v Beb-cepeep
Nginx Moram ¢ HUMM paboTaTh.

KoHTposb nanok

#bash

1s -la /usr/share/nginx/html
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index. html

(Manku co3gannce noa nosb30BaTeNIEM €Va, HO Y HUX CTOAT OrpaHNYeHHbIe npaBa drwxr-xr-x. M13-3a
atoro Windows 4epe3 Samba He CMOXET co34aBaTb UM U3MEHSTb (halisibl BHYTPU ITUX
roaKkatasoros.)

MpaBa poctyna K ¢daWnam

#bash

sudo find /usr/share/nginx/html/ -type f -exec chmod +

nposepKa Ha3Ha4eHuA nNpaB noJib3oBaTens

#bash

1s -la /usr/share/nginx/html

7 index. html

(MpaBa drwxrwxr-x (775) ycnewHo npuMeHnINCbL KO BCEM HOBLIM ANPEKTOpUAM (api, assets, ¢ss, js) -
MoACBEYEHbI CUHUM, U -IT'W-rw-r- K (haniiaM OHu rnoacBeqeHbl b6esbiM. Tenepb rosib30BaTeamn eva n
CUCTEeMHbIVi MoJib3oBaTtesib http, n Samba umeroT rnoJiHbIV [OCTY.)

MpBepum co3gaHue nanok B MpoBOAHNKE BUHAOBC 1 OTKPOEM ero B pefakTope notepad++
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g' Pegaktupoeate B Notepad++
Ea Mpoeepka c ncnonssoeannem Windows Defender...
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OTkprITE

| OTKpBITE € NOMOLLBHD >
PR ¥ =f = | nginx_ht BW NoBasws & apxms... - O *
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CTEa
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« v A L0 os Cems » 1927681 OmpasnTe b ici: nginx_html
Beipesath
&3 Wram ¥ Pasmep

7 BeicTpeif goctyn Konuposate

api aitnamu
[ nAS 420 P Co3gars ApAbIK

assets aitnamn
& ps-720 Ypanute -

css aitnamn
[ PaBouwii cTo. is Mepenmenosate adimanme
¥ 3arpyzen & 50u.htm CeoiicTea ATML Do... 1 Kb
= Aokymentel [ indac.ht[};[ 20052026 19:35 Chrome HIML Do... 1KB

| MzoBpasenn

FnaBHbIX MHTepdenc naHenum (index.html)

OTtpepakTupymnte tann index.html B pepgaktope. Llenmkom 3amMmeHunTe feonTHbIN KoA aisia Ha

npuBeLeHHbIN HKe. OH (hOPMUMPYET OKHO MaHeNn ynpaBieHns, BKIaaKN nepekoydeHuns, Tabnmusl n
CKPbITble MOfalibHble (hOPMbI:

index.html

<!DOCTYPE html>
<html lang="ru">
<head>
<meta charset="UTF-8">

<meta name="viewport" content="width=device-width,
scale=1.0">

<title>Control Panel</title>
<link rel="stylesheet" href="css/style.css">
</head>
<body>
<div class="window">
<header class="window-header">
<span class="title">Control Panel</span>
<div class="window-controls">

initial-

<button class="win-btn">7?</button>
<button class="win-btn">—</button>
<button class="win-btn">[]</button>
<button class="win-btn close">x</button>
</div>
</header>

<div class="window-body">
<aside class="sidebar">
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<div class="search-box">
<input type="text" placeholder="[] Search">

</div>

<nav class="menu">
<div class="menu-group">" File Sharing</div>
<a href="#" class="menu-item">[] Shared Folder</a>
<a href="#" class="menu-item">s File Services</a>
<a href="#" class="menu-item active">[] User &

Group</a>

<a href="#" class="menu-item">[] Domain/LDAP</a>
<div class="menu-group">" Connectivity</div>
<a href="#" class="menu-item">[] External Access</a>
<a href="#" class="menu-item">[] Network</a>
<a href="#" class="menu-item">[JJ Security</a>
<a href="#" class="menu-item">[] Terminal & SNMP</a>

</nav>

</aside>

<main class="main-content">
<div class="tabs">
<button class="tab active" id="tab-
user">User</button>
<button class="tab" id="tab-group">Group</button>
<button class="tab">Advanced</button>
</div>

<div class="toolbar">
<div class="actions">
<button class="btn primary" id="btn-
create">Create</button>
<button class="btn" id="btn-edit"
disabled>Edit</button>
<button class="btn" id="btn-delete"
disabled>Delete</button>
<button class="btn">Export v</button>
<button class="btn">Delegate v</button>
</div>
<div class="filter">
<input type="text" id="table-filter"
placeholder="V Filter">
</div>
</div>

<div class="table-container">
<table id="users-table">
<thead>
<tr>
<th>Name a</th>
<th>Email</th>
<th>Description</th>
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<th>2FA Status</th>

<th>Status</th>
</tr>
</thead>
<tbody>
<!-- [laHHble 3arpyxatTtca yepes JS -->
</tbody>
</table>

</div>

<footer class="table-footer">
<span id="items-count">0 items</span>
<button id="refresh-btn" class="btn">v</button>
</footer>
</main>
</div>
</div>

<!-- MoganbHoe okHO Co3naHua / PenakTuposaHus -->
<div class="modal" id="user-modal">
<div class="modal-content">
<h3 id="modal-title">Create User</h3>
<form id="user-form">
<input type="hidden" id="form-action" value="create">
<input type="hidden" id="old-username">

<div class="form-group">
<label for="username">Wmsa nonb3oBatens:</label>
<input type="text" id="username" required
pattern=""[a-z ][a-z0-9 -]*$" title="ManeHbkne naTuHckme BykBbl N LUDPbLI">
</div>
<div class="form-group">
<label for="description">Onucanune (GECOS):</label>
<input type="text" id="description">
</div>
<div class="form-group" id="password-group">
<label for="password">Maponb:</label>
<input type="password" id="password">
</div>
<div class="form-buttons">
<button type="button" class="btn" id="btn-modal-
cancel">Cancel</button>
<button type="submit" class="btn
primary">Save</button>
</div>
</form>
</div>
</div>

<!-- MoganbHoe oKHo lNpynn -->
<div class="modal" id="group-modal">
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<div class="modal-content">
<h3>Create Group</h3>
<form id="group-form">
<div class="form-group">

<label for="group-name">Wmsa rpynnsl:</label>
<input type="text" id="group-name" required

pattern=""[a-z ][a-z0-9 -]*$">
</div>
<div class="form-buttons">

<button type="button" class="btn" id="btn-group-

cancel">Cancel</button>

<button type="submit" class="btn

primary">Save</button>
</div>
</form>
</div>
</div>

<script src="js/app.js"></script>
</body>
</html>

Ctunu opopmnenusa nuHtepgenca (css/style.css)

Co3panTe tann css/style.css B nognanke css/. Kog 3a4aeT BHELWHWIA BUL OKHa NPUI0XXeHNUs, Tabnunu

OaHHbIX, KHOMOK YyrpaBsieHna 1 BCMJbIBalOWNX MOAaJIbHbIX OKOH:

style.css
border-box
-apple-system, BlinkMacSystemFont
sans-serif
body
#TOf2f5
flex
center
center
100vh
.window
1000px

“Segoe UI", Roboto
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height: 550px;

background: #fff;

border-radius: 6px;

box-shadow: 0 5px 25px rgba(0,0,0,0.1);
display: flex;

flex-direction: column;

overflow: hidden;

border: 1px solid #dcdcdc;

}

.window-header {
background: #fff;
padding: 12px 15px;
display: flex;
justify-content: space-between;
align-items: center;
border-bottom: 1lpx solid #e2e8f0;
}

.window-header .title {
font-size: 14px;
color: #2d3748;
font-weight: 500;

}

.window-controls .win-btn {
border: none;
background: none;
padding: 4px 8px;
cursor: pointer;
color: #718096;

}

.window-body {
display: flex;
flex: 1;
overflow: hidden;

}

/¥ HaBuraums */

.sidebar {
width: 230px;
background: #f7fafc;
border-right: 1px solid #e2e8f0;
padding: 12px;

}

.search-box input {
width: 100%;
padding: 6px 10px;
border: 1px solid #cbd5e0;
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border-radius: 4px;
margin-bottom: 15px;

}

.menu-group {
font-size: 1lpx;
text-transform: uppercase;
color: #aOaecO;
margin: 12px 0 6px 6px;
font-weight: 600;

}

.menu-item {
display: block;
padding: 8px 12px;
color: #4a5568;
text-decoration: none;
font-size: 13px;
border-radius: 4px;

}

.menu-item.active {
background: #ebf8ff;
color: #2b6cb0;
font-weight: 600;

}

/¥ OcHoBHas paboyas obnactb */
.main-content {
flex: 1;
display: flex;
flex-direction: column;
padding: 0 20px;
}

.tabs {
display: flex;
border-bottom: 1lpx solid #e2e8f0;
margin-top: 10px;

¥

.tab {
padding: 10px 20px;
border: none;
background: none;
cursor: pointer;
font-size: 14px;
color: #718096;
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.tab.active
#3182ce
2px solid #3182ce
600

.toolbar
flex
space-between
15px ©

.btn
6px 14px
1px solid #cbhd5e0

#fff
4px

pointer

13px

#4a5568

.btn:disabled
#f7fafc
#a0aecO
not-allowed
#e2e8f0

.btn:hover:not(:disabled

#f7fafc
.btn.primary
#3182ce
#TfT
#3182ce

.btn.primary:hover
#2bocbo

.filter input
6px 10px
1px solid #cbd5e0
4px
13px

/X Tabanua */

worldwide open-source software - https://wwoss.direct.quickconnect.to/



Last update:

: i ' 2id= =
2026/05/26 20:14 tmp_26.05.26_frontend https://wwoss.direct.quickconnect.to/doku.php?id=tmp_26.05.26_frontend&rev=1779815670

.table-container

auto
1px solid #e2e8f0
4px
table
100%
collapse
13px
th, td
10px 12px
left

1px solid #edf2f7
user-select: none

th
#f7fafc
#4a5568
sticky
tbody tr
pointer
tbody tr:hover
#f7fafc

tr.selected-user
#e8f0fe !important

.status-deactivated #eb3e3e
.status-normal #38a169

.table-footer

flex
flex-end
center
12px
gap: 15px
13px
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color: #718096;

}

/¥ MogasibHbie okHa */
.modal {
display: none;
position: fixed;
top: 0; left: 0; width: 100%; height: 100%;
background: rgba(0,0,0,0.4);
justify-content: center;
align-items: center;
z-index: 1000;
¥

.modal.open {
display: flex;
}

.modal-content {

background: #fff;

padding: 20px;

border-radius: 6px;

width: 400px;

box-shadow: @ 4px 15px rgba(0,0,0,0.2);
¥

.modal-content h3 {
margin-bottom: 15px;
color: #2d3748;

}

.form-group {
margin-bottom: 12px;

}

.form-group label {
display: block;
font-size: 12px;
color: #4a5568;
margin-bottom: 4px;

}

.form-group input {
width: 100%;
padding: 8px;
border: 1px solid #cbd5e0;
border-radius: 4px;

}

.form-buttons {
display: flex;

worldwide open-source software - https://wwoss.direct.quickconnect.to/



Last update:

: i ' 2id= =
2026/05/26 20:14 tmp_26.05.26_frontend https://wwoss.direct.quickconnect.to/doku.php?id=tmp_26.05.26_frontend&rev=1779815670

flex-end
gap: 10px
18px

LLar 3.3. CepBepHbi 00paboTunk nonb3oBatenen (api/users.php)

CospanTe hann api/users.php B nognanke api/. Ckpunt obpabaTbiBaeT GET-3anpockl Ans
BbIBOJA Y4eTHbIX 3anucei (ucki4vasa TexHunyeckoro nobody) n POST-3anpock! 419 BbINOJHEHUA
aTOMapHbIX onepauunn yepes systemd- run B obxoa n3onsauun

users.php

<?php
header('Content-Type: application/json; charset=utf-8'

// ObpaboTka nony4yeHus cnucka (GET)
$ SERVER[ 'REQUEST METHOD' 'GET'
$userslList

is readable('/etc/passwd’
$lines = file('/etc/passwd', FILE IGNORE NEW LINES
FILE SKIP EMPTY LINES
$lines $line
$parts explode(':"', $line

count($parts 5
$username = $parts|0
$uid int)$parts|2
$description $parts|4

// BeiBoaum root (UID 0), cucCTeEMHbIX 1 0bbIYHbIX M10/1b30BATENEN
(UID >= 1000)
$uid 0 $uid 1000 $username
'nobody' $username ‘guest’ $username ‘admin'’

// ConocTaBaeHne cTaTyca akTUBHOCTU yHETHOW 3anncu

$status "Normal'
$username 'guest’
$status 'Deactivated!’
$usersList
'name’ $username
'email'’ v
'desc' $description
"tfa' 'Disabled!
'status' $status
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json encode($usersList, JSON UNESCAPED UNICODE
exit

// ObpaboTKka AencTBui co3aaHunsi/mameHeHus/yaaneHmns (POST)
$ SERVER[ 'REQUEST METHOD' "POST'
$input = json decode(file get contents('php://input’ true

isset($input|'action’
json _encode( [ 'success' false, 'error' 'OTCyTCTBYET
OencTene
exit

$action $input|'action’
$username = preg replace('/["a-z0-9 -1/', '', $input['username'] ?7?

$description = escapeshellarg($input|'description’] 7?7 "'
$password $input[ 'password'] ?? "'

empty($username

json_encode( [ 'success’ false, 'error' 'HekoppekTHoe
M4 nosib3oBatens'

exit

$action
'create’
empty($username

json encode( [ 'success’ false, 'error'
'HekoppekTHOe 1M4A MnoJsib3oBaTens’

exit

// FeHepupyem xaLu napons

$salt '$1%" substr(md5(uniqid(rand true 0, 8
I$I

$hashed password crypt($password, $salt

$uid gid rand (1100, 1900

$passwd line

"{$username}:x:{$uid_gid}:{$uid_gid}:{$description}:/home/{$username}:/
bin/bash"

$shadow line
"{$username}: {$hashed_password}:19500:0:99999:7:::"
$group line "{$username}:x:{$uid _gid}:"

worldwide open-source software - https://wwoss.direct.quickconnect.to/


http://www.php.net/json_encode
http://www.php.net/exit
http://www.php.net/json_decode
http://www.php.net/file_get_contents
http://www.php.net/isset
http://www.php.net/json_encode
http://www.php.net/exit
http://www.php.net/preg_replace
http://www.php.net/escapeshellarg
http://www.php.net/empty
http://www.php.net/json_encode
http://www.php.net/exit
http://www.php.net/empty
http://www.php.net/json_encode
http://www.php.net/exit
http://www.php.net/substr
http://www.php.net/md5
http://www.php.net/uniqid
http://www.php.net/rand
http://www.php.net/crypt
http://www.php.net/rand

Last update: ) . . 2= _
2026/05/26 20:14 tmp_26.05.26_frontend https://wwoss.direct.quickconnect.to/doku.php?id=tmp_26.05.26_frontend&rev=1779815670

// Cobupaem Bce KomaHabl B 0AHY CTPOKY 4/15 3arycKa 4yepe3 bash

$system cmd "echo '{$passwd _line}' >> /etc/passwd && "
"echo '{$shadow line}' >> /etc/shadow && "
"echo '{$group line}' >> /etc/group && "
"mkdir -p /home/{$username} && "

"chown -R {$uid_gid}:{$uid_gid}
/home/{$username}"

// Bbi3biBaeM BCTPOEHHY0 cyxby systemd-run. ®nar -G 3acTaBiseT eé
oTpabotaTb OT root Hapyxy.

$cmd "sudo /usr/bin/systemd-run -G /usr/bin/bash -c "
escapeshellarg($system cmd "2>81"

exec($cmd, $output, $return var

1t ($return var 0
$err = implode(' ', $output
echo json_encode(['success' false, 'error'
"Owwnbka 3anycka: {$err} (Koa: {$return_var})"
exit
echo json _encode(['success' true
break

case 'update'

// Yntaem napametpbl n3 JSON-3anpoca ot bpay3epa

$old username = preg replace('/["a-z0-9 -1/', "'
$input|['old username'] ?? "'

$new description = $input|'description'] ?? ''

$new password $input[ 'password'] ?? "'

1t (empty($old username

echo json_encode( [ 'success' false, 'error' ‘He
yKa3aH rnoJsib30BaTesb A1 pefakTVpoBaHns'

exit

// IKpaHupyem onvcaHne, 4T0bbl OHO HE C/IOMaso CUHTaKCUC KOMaHAbl sed
$clean desc = str _replace('/', '\/', $new description

// 1. KomaHaa ana obHoBneHns onncaHus (GECOS) B /etc/passwd

$update cmd "sed -1 -E
's/~({$old_username}: [~:1*:[~:]*: [~ ]*) [ ]x (%) /\\1:{$clean_desc}\\2
/' /etc/passwd"

// 2. Ecnn B ¢hopmy BBE/IN HOBBLIV 11apoJib — fobassiseM KoMaHay 0OHOBIeHUs
x3wa B /etc/shadow
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empty ($new password
$salt '$1%" substr(md5(uniqid(rand true 0, 8

$hashed password crypt($new password, $salt
$clean_hash = str _replace('/', '\/', $hashed password

$update cmd " && sed -1 -E
's/”({$old _username}:)[":1*(:.*)/\\1{$clean_hash}\\2/' /etc/shadow"

// Bbi3biBaeM UTOroBy KOMaHAy Yyepe3 systemd-run Hapyxy oT root
$cmd "sudo /usr/bin/systemd-run -G /usr/bin/bash -c "
escapeshellarg($update cmd "2>81"

exec($cmd, $output, $return var

$return var 0
json encode( | 'success’ true
$err = implode(' ', $output
json _encode( [ 'success’ false, 'error'

"Owmndbka obHoBNeHuSs: {$err}"

'delete’
$username ‘root’
json encode( [ 'success’ false, 'error’
‘YoaneHne root 3anpeLieHo
exit

// ®opmMupyemM KoMaHAbl 4151 OJIHOV OYUCTKM 3anmncen n3 passwd,
shadow, group wynaneHus nanku
$delete cmd "sed -i '/~{$username}:/d' /etc/passwd && "
"sed -i '/"~{$username}:/d' /etc/shadow && "
"sed -i '/~{$username}:/d' /etc/group && "
"rm -rf /home/{$username}"

// Bbi3biBaeM KoMaHAy 4yepe3 systemd-run Hapyxy oT uMeHu root
$cmd "sudo /usr/bin/systemd-run -G /usr/bin/bash -c "
escapeshellarg($delete cmd "2>81"

exec($cmd, $output, $return var

$return_var 0
json _encode( [ 'success’ true
$err = implode(' ', $output
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json encode( [ 'success’ false, 'error'
"Ownbka ynaneHus: {$err}"

json _encode( [ 'success’ false, 'error' 'HenssecTHas
ornepauus

exit

LLar 3.4. CepBepHbih 00paboTumuk rpynn (api/groups.php)

CospanTe hann api/groups.php B nognanke api/. CKpunT napCcuT CUCTEMHbIN hann
/etc/group, BbICTpanBaeT CBA3M YH4AaCTHUKOB U HaTUBHO CO3faéT/yaansaeT rpynnbl B OC Yyepes
systemd- run:

<code php groups.php> <?php header('Content-Type: application/json; charset=utf-8');

$input = json_decode(file_get contents('php:input'), true); $action = $input[‘action'] 77
$ SERVER['REQUEST METHOD']; — OBPABOTKA MOJIYYEHUA CMTCKA T'PYNN (GET) — if ($action
=== "GET'") {

$groupsList = [];
if (is_readable('/etc/group')) {
$lines = file('/etc/group', FILE IGNORE NEW LINES |
FILE SKIP EMPTY LINES);
foreach ($lines as $line) {
/| PopmaT /etc/group: ums_rpynnbi:naposs:GID:cnucok_nonb3osaTenei
$parts = explode(':', $line);
if (count($parts) >= 3) {
$group name = $parts[0];
$gid = (int)$parts[2];
$users = $parts[3] ?? ''; // MNonb3oBaTenn 4yepes 3andATyio

/| DunbTpyem cucTeMHble rpynnbl, octasndem root (GID 0), wheel n KacTOMHble
(GID >= 1000)

if ($gid === 0 || $gid === 998 || $gid >= 1000) {
/| ickntovaeM TexHmyeckoro nobody
if ($group name !== 'nobody') {

$groupsList[] = [
‘name' => $group name,
'gid' => $gid,
‘users' => empty($users) ? '=' : str _replace(',"’,

, ', $users),
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'status' => 'Normal'

1;

}
}
}
}

}

echo json encode($groupsList, JSON UNESCAPED UNICODE);

exit;
}
— OBPABOTKA U3MEHEHWW (POST) — if ($_SERVER['REQUEST METHOD'] === 'POST') {

$group_name = preg_replace('/["~a-z0-9 -]/, , $input['group name'] 7?7 ), if
(empty($group _name)) { echo json encode(['success' = false, 'error' = 'HekoppekTHoe nms
rpynnsi']); exit; } switch ($input[‘action']) { case 'create': Co3naHue rpynnsl Yepes systemd-run
Hapy>Xy oT root

$cmd = "sudo /usr/bin/systemd-run -G /usr/bin/bash -c "
escapeshellarg("groupadd {$group name}") . " 2>&1";
exec($cmd, $output, $return var);
if ($return var === 0) {
echo json encode(['success' => true]);
} else {
$err = implode(' ', $output);
echo json encode(['success' => false, 'error' => "Owwubka
co3paHua rpynnel: {$err}"]);

}

break;

case 'delete':
if ($group name === 'root' || $group name === 'wheel') {
echo json encode(['success' => false, 'error' => 'YpaneHue
CMCTEMHbIX FPYnn 3anpeLLeHo']);
exit;
}
[/ YOaneHne rpynnobl
$cmd = "sudo /usr/bin/systemd-run -G /usr/bin/bash -c
escapeshellarg("groupdel {$group name}") . " 2>&1";
exec($cmd, $output, $return var);

if ($return var === 0) {

echo json encode(['success' => true]);
} else {

$err = implode(' ', $output);

echo json encode(['success' => false, 'error' => "Owwubka
yoanenus rpynnel: {$err}"]);

}

break;

default:
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echo json encode(['success' => false, 'error' => 'Heu3ecTHas
onepauuns']);
break;

}

exit;

} </code >

KnueHTcKue cKpunTtbl 1IOruKku (js/app.js)

Co3zpante thann js/app.js B nognanke js/. CKpunT ynpaBaseT aCMHXPOHHbIM 0BHOBNEHNEM
Tabnuy (fetch), nepekntoyeHneM KOHTEKCTa BKNaAoK, DUNbTPaLNeEn Ha NeTy 1N BanaaLunen nonen
BBOJA:

<code javascript app.js> document.addEventListener('DOMContentLoaded’, () = {

const tableBody = document.querySelector('#users-table tbody');
const itemsCount = document.getElementById('items-count');
const refreshBtn = document.getElementById('refresh-btn');
const filterInput = document.getElementById('table-filter');

// KHONKW ynpasfiieHns
const btnCreate = document.getElementById('btn-create');
const btnEdit = document.getElementById('btn-edit');
const btnDelete = document.getElementById('btn-delete');

/] 9nemMeHTbl MO4aJIbHOrO OKHa
const userModal = document.getElementById('user-modal');
const userForm = document.getElementById('user-form');
const modalTitle = document.getElementById('modal-title');
const btnModalCancel = document.getElementById('btn-modal-cancel');

let selectedUsername = null;
let selectedUserRow = null;

/] 3arpy3ka OaHHbIX
async function loadUsers() {

try {
const response = await fetch('api/users.php');
if (!response.ok) throw new Error('Ownbka cepsepa’);
const data = await response.json();
renderTable(data);
resetSelection();

} catch (error) {
alert('He ypanocb 06HOBUTb CNMCOK NONb30BaTENEN');

}

function renderTable(users) {
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tableBody.innerHTML = '';

users.forEach(user => {
const tr = document.createElement('tr');
tr.dataset.username = user.name;
tr.dataset.desc = user.desc;

const statusClass = user.status === 'Normal' ? 'status-normal'
'status-deactivated';

tr.innerHTML = °
<td><b>${escapeHtml(user.name) }</b></td>
<td>${escapeHtml(user.email) }</td>
<td>${escapeHtml(user.desc)}</td>
<td>${escapeHtml(user.tfa)}</td>
<td class="${statusClass}">${escapeHtml (user.status)}</td>

/] NNoruka Bbibopa CTPOKM KIINMKOM
tr.addEventListener('click', () => {
if (selectedUserRow)
selectedUserRow.classList.remove('selected-user');

if (selectedUsername === user.name) {
resetSelection();
} else {

selectedUsername = user.name;
selectedUserRow = tr;
tr.classList.add('selected-user');
btnEdit.disabled = false;
/] 3anpewaemM yaanaTb root-nonb3oBatens Hanpsmyto n3 UI pagu 6esonacHocTn
btnDelete.disabled = (user.name === 'root');
}
});

tableBody.appendChild(tr);
});
itemsCount.textContent = "${users.length} items";

}

function resetSelection() {
selectedUsername = null;
selectedUserRow = null;
btnEdit.disabled = true;
btnDelete.disabled = true;

}

/| dunbTpauns Tabnmusbl
filterInput.addEventListener('input', (e) => {
const value = e.target.value.toLowerCase();
Array.from(tableBody.querySelectorAll('tr')).forEach(tr => {
const match = tr.textContent.tolLowerCase().includes(value);
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tr.style.display = match ? '' : 'none’';
3
});

// OTKpbITUE MOLAJIbHOr0 OKHa CO34aHWUS
btnCreate.addEventListener('click', () => {
userForm.reset();
document.getElementById('form-action').value ‘create’';
document.getElementById('username').disabled false;
document.getElementById('password-group').style.display = 'block’;
(!

modalTitle.textContent ‘Create User';
userModal.classList.add('open');

});

// OTKpbITUE MOAasIbHOrO OKHa pefakTUPOBaHNSA
btnEdit.addEventListener('click', () => {
if (!selectedUsername) return;
userForm.reset();
document.getElementById('form-action').value = 'update’;
document.getElementById('old-username').value = selectedUsername;
const usernamelnput = document.getElementById('username');
usernameInput.value = selectedUsername;
usernameInput.disabled = true; // Wmsa nonb3oBaTens B Linux MeHATb yepes
useradd Hanpsamyio Henb3s
document.getElementById('description').value =
selectedUserRow.dataset.desc || '';
document.getElementById('password-group').style.display = 'block'; //
Maposib 3an0HATb MO XXEeNaHW
modalTitle.textContent = 'Edit User';
userModal.classList.add('open');

)

/| ObpaboTKa KHOMKWN yaaneHns
btnDelete.addEventListener('click', async () => {
if (!selectedUsername) return;
if (confirm( Bbl yBepeHbl, 4TO XOTUTE YAANNTb MNOJb30BATENS
${selectedUsername} BMecTe C JoMaluHen aupekTopmen?)) {
await sendAction({ action: 'delete', username: selectedUsername

/] 3aKpbITUe MoLasIbHOro OKHa
btnModalCancel.addEventListener('click', () =>
userModal.classList.remove('open'));

// OTnpaBka opmsbl (Co3gaHmne / U3meHeHne)
userForm.addEventListener('submit', async (e) => {
e.preventDefault();
const action = document.getElementById('form-action').value;
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const payload = {
action: action,
username: document.getElementById('username').value,
description: document.getElementById('description').value,
password: document.getElementById('password').value,
old username: document.getElementById('old-username').value

¥

await sendAction(payload);
userModal.classList.remove('open');

});

async function sendAction(data) {
try {
const response = await fetch('api/users.php', {
method: 'POST',
headers: { 'Content-Type': 'application/json' },
body: JSON.stringify(data)
})s
const result = await response.json();
if (result.success) {
loadUsers();
} else {
alert('Owwnbka: ' + result.error);
}
} catch (error) {
alert('Owwnbka ceTn Nnpu oTrnpaske 3anpoca');
}
}

function escapeHtml(text) {
if ('text) return '';
return text.toString().replace(/&/g, "&amp;").replace(/</g,
"&lt;").replace(/>/g, "&gt;");
}

refreshBtn.addEventListener('click', loadUsers);
loadUsers();

/] --- TOTVKA BKJTALKW GROUP - - -
const tabUser = document.getElementById('tab-user');
const tabGroup = document.getElementById('tab-group');
const tableHeader = document.querySelector('#users-table thead tr');
const groupModal = document.getElementById('group-modal');
const groupForm = document.getElementById('group-form');
const btnGroupCancel = document.getElementById('btn-group-cancel');
let currentTab = 'user'; // XpaHuUM aKTMBHyI0 BKNagky ('user' wam 'group')
let selectedGroupName = null;

/] MepeknoyeHne Ha BKNafky User
tabUser.addEventListener('click', () => {
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tabGroup.classList.remove('active');
tabUser.classList.add('active');
currentTab = 'user';
tableHeader.innerHTML = °

<th>Name a</th>

<th>Email</th>

<th>Description</th>

<th>2FA Status</th>

<th>Status</th>
resetSelection();

loadUsers(); // Bbi3biBaeM CTapyto PYHKLMIO 3arpy3Kmn nosib3oBaTenen
});

/] NepeknioyeHne Ha BKNagky Group
tabGroup.addEventListener('click', () => {
tabUser.classList.remove('active');
tabGroup.classList.add('active');
currentTab = 'group';
tableHeader.innerHTML = °
<th>Group Name a</th>
<th>GID</th>
<th>Members (Users)</th>
<th>Status</th>
resetSelection();
loadGroups();
});

/] 3arpy3ka rpynn c 63keHaa
async function loadGroups() {
try {
const response = await fetch('api/groups.php');
const groups = await response.json();
renderGroupsTable(groups);
} catch (error) {
alert('Owwnbka 3arpy3ku rpynn');
}
}

function renderGroupsTable(groups) {
tableBody.innerHTML = '';
groups.forEach(group => {
const tr = document.createElement('tr');
tr.innerHTML = °
<td><b>${escapeHtml(group.name) }</b></td>
<td>${group.gid}</td>
<td>${escapeHtml(group.users) }</td>
<td class="status-normal">${group.status}</td>
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tr.addEventListener('click', () => {
if (selectedUserRow)
selectedUserRow.classList.remove('selected-user');
if (selectedGroupName === group.name) {
selectedGroupName = null;
selectedUserRow = null;
btnDelete.disabled = true;
} else {
selectedGroupName = group.name;
selectedUserRow = tr;
tr.classList.add('selected-user');
btnEdit.disabled = true; // [Onsrpynn pegakTupoBaHMe OTKIOHUM
btnDelete.disabled = (group.name === 'root' || group.name
=== 'wheel');
}
1)
tableBody.appendChild(tr);
1)
itemsCount.textContent = "${groups.length} items";

}

/ Mogugmumpyem obLime KHONKM NOA KOHTEKCT akTUBHOW BKIAA4KM
btnCreate.addEventListener('click', (e) => {
if (currentTab === 'group') {
e.stopPropagation(); // OcTaHaBAMBaeM OTKPbITME MOAANKN NOJSib30BaTENEN
groupForm.reset();
groupModal.classList.add('open');
}
});

btnDelete.addEventListener('click', async () => {
if (currentTab === 'group' && selectedGroupName) {
if (confirm( Ypanute rpynny ${selectedGroupName}? )) {
await sendGroupAction({ action: 'delete', group name:
selectedGroupName });
}
}
});

btnGroupCancel.addEventListener('click', () =>
groupModal.classList.remove('open'));

groupForm.addEventListener('submit', async (e) => {
e.preventDefault();
await sendGroupAction({
action: 'create’,
group name: document.getElementById('group-name').value
B
groupModal.classList.remove('open');

});
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async function sendGroupAction(data) {
try {
const response = await fetch('api/groups.php', {
method: 'POST',
headers: { 'Content-Type': 'application/json' },
body: JSON.stringify(data)
});
const result = await response.json();
if (result.success) {
loadGroups();
} else {
alert('Owwnbka: ' + result.error);
}
} catch (error) {
alert('Owwnbka ceTn npu obpaboTke rpynnsl');

}

/| Mogunurunpyem Kpyrayto KHonky obHoBneHns (V)
refreshBtn.addEventListener('click', () => {
if (currentTab === 'group') loadGroups();

});

}); </code >

CoxpaHum hannbl 1 NPoBepuM B OKHe bpay3epa

1 paspaborka Beo-®dpoHreHpa
TETERTIAY
I Yépatb nepen cbopkon iso ! MpoeepuTb Bepcun linux OpanBepbl CETEBON KapTb

peanbHoro cepsepa 3meHnTb BpemMmeHHO Ha 192.168.1.150 CtepeTb sfid

3anncb nUco N3meHnTb NOCTOSIHHO Ha 192.168.1.72 BepHyTb sfid
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