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AByxcdakTopHaa ayTeHTUPUKaLUa —
OCHOBHOM NJNAarvH

—- plugin —- description: MpenocTaBngeT MOAYNbHYO (PYHKLNOHANLHOCTb ABYX(aKTOPHOM
ayTeHTudukaumm gna DokuWiki. author : Andreas Gohr, Michael Wilmes email :
dokuwiki@cosmocode.de type : action, admin lastupdate : 2024-03-27 compatible : Hogfather, Igor,
Jack Jackrum, Kaos depends : attribute conflicts : similar : authgoogle2fa tags : 2fa, two-factor,
security, authentication

downloadurl: https://github.com/cosmocode/dokuwiki-plugin-twofactor/zipball/master bugtracker :
https://github.com/cosmocode/dokuwiki-plugin-twofactor/issues sourcerepo :
https://github.com/cosmocode/dokuwiki-plugin-twofactor/ donationurl:

screenshot img :

STOT MOAYNb NPenoCTaBAfAET BUKU-CUCTEME ABYX(PAKTOPHYIO ayTeHTugpmKaumo. OH paspaboTtaH ana
paboThl C Nt0OLIM MEXAHU3MOM ayTEHTUMUKALMN HA OCHOBE BUKW, MOALEPXKMBAIOLWLNM METOA,
‘getUsers' (BONoOSIHUTENbHYIO MHpOPMaLMIO CM. HUXe). nsa paboTel 3TOro Mmoayns TpedbyeTcsa Kak
MWUHUMYM OVH MOAYJIb ABYX(PaKTOPHON ayTEHTUDUKALUN (MepedncieHbl HUXe).

YcTaHOBKaA

! NMPOYUTAWUTE NEPEQ OBHOBJIEHUEM. MnarvH A8yxhakTOPHON ayTEHTUMUKaLMN Bbin
nepenucaH B 2022 roay. MNpun obHoBneHnn ¢ ntobon Bepcuu, BoinyLeHHon Ao 07.04.2022, BaM Takxe
HeobxoamMmo 06HOBUTL BCE MArvHbl, NepevncieHHble Huke! He Bce npe)xHue nocTaBLLMKY
LBYX(haKTOPHON ayTeHTuduKaLmm deianm 0o6HoBNEHbI. HaCTPONKK ABYX(aKTOPHON ayTeHTUdUKaL MM
nonb3oBaTeNs AO/HKHbI Mpoao/KaTe paboTaTh nocne obHoBNeHMA. CTapbI NaaruH no-npexxHemy
MOXHO https://github.com/wilminator/dokuwiki-plugin-
twofactor/archive/refs/heads/master.zip|cka4aTb]].

®  O6paTuTe BHMMaHUE, YTO NOPSALOK YCTAHOBKU U yAaNeHNs NaarmHoB ABYX(haKTOPHOMN
ayTeHTU(dUKaLMM 04eHb BaxkeH! [115 yCTaHOBKM UCMOJIb3yNTE CAedyowWni Nopsaok, a ans
yhaneHus — obpaTHbI:

1. YcTaHoBUTE nNnaruH atpubyTos.
2. YctaHoBuTe nnaruH Two Factor Core (BoT 370T).
3. YcTaHoBMTe X0TS Bbl 0AUH CEPBUC ABYX(HAKTOPHON ayTEHTUDUKALINN:
o Email - OTnpaBkKa 04HOPA30BOro NnapoJsis Nonb3oBaTeso C UCMOJIb30BaHNEM ero agpeca
3NEeKTPOHHOW MOYThI, 3aperncTpuposaHHoro B DokuWiki.
o Alternate Email - oTnpaBka 04HOpPa30BOro NapoJsis nojib30BaTesito C UCNOJIb30BaHNEM
agpeca 3/1eKTPOHHOW NoYTbl, He 3aperncTpupoaHHoro B DokuWiki.
o Google Authenticator - pa3pelwwnTe ncnons3osaHune Google Authenticator gna reHepauumn
TOKEHOB A1 BXOLa B CUCTEMY.
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o Telegram - OTnpaBbTe 04HOPaA30BbLINA Naposb B Telegram.

HanonTte n yCTaHOBMTE NAarnH ¢ nomolubto MeHeykepa paclivpeHunii. MIHCTPYKLUK NO pyYHOR
yCTaHOBKE MJIarMHOB CM. B pa3aene «MnaruHbl».

Ana KoppekTHoM paboTbl 3TOro niaruHa TpebyeTca npefBapuTenbHasa HacTponka. OLHaKo OH He
OyLeT KOH(MIMKTOBATb C CYLLEeCTBYIOWMMY NAarnHammn ayTeHTudukaumm. 3ToT naarud
«obopaymBaeT» MoAyNb ayTEHTU(DMKALMKN, HE NO3BOSASA MNOJb30BaTENIO NOAYYUTb AOCTYN K BUKW 80
3aBepLueHnsa OBYX(aKTOPHON ayTeHTU(MKaumuu.

B 3aBMCMMOCTM OT HACTPOEK MOAY/s ABYX(AKTOPHOW ayTEHTMMMKALMUN, NOb30BATENN CMOFYT
NPOLO/IKATb NOJb30BaThCs BMKM 6€3 NCNOoNb30BaHNS ABYX(DaKTOPHON ayTeHTUdUKaLMK.

)XypHan usMeHeHu#H

e Merge pull request #14 from gkrid/master (2026/03/08 11:21)

e Version upped (2026/02/27 02:09)

e fix wrong logical check (2026/02/26 16:56)

e Version upped (2026/02/26 02:11)

Allow token based logins without 2fa for automated access (2026/02/25 12:31)
translation fix (2026/01/28 15:14)

translation fix (2026/01/28 14:58)

polish translation (2026/01/28 14:39)

Kak 310 paboTtaer

370 HE nnarun ayteHTudukaumm. Bmecto 31oro, 370 6apbep Mexay BallMmmn nosib30BaTeIaMun 1
BMKKU. Koraa nonb3oBaTesib BXOAMT B CUCTEMY, HO HE npoLlen ABYX(aKTOPHY ayTeHTU(UKaLMIO, OH
nepeHanpas/geTca Ha CTPAHULY HAaCTPONKK OBYX(aKTOPHON ayTeHTU(hUKaLnn (ecnm oHa
obsizaTenbHa NS BUKW) WM Ha OTAENbHbLIA 3KPaH, FAe OH MOXXEeT BBECTM /060N NONYyYEHHbIN
04HOpa30BbIN Naposb (OTP). 3TO 03HAYaeT, YTO TEOPETUYECKMN 3TO BONKHO paboTaTh ¢ JIOBbIM
naarnHOM ayTeHTudmKauum.

HacTpoika nonb3oBaTtens

Ana ncnonb3oBaHUS ABYX(AKTOPHON ayTeHTU(MKaLMM NOb30BaTeN0 He0OX0AMMO CHavaNa
HacTponTb COOCTBEHHbIE NapaMeTpbl ABYX(HAKTOPHON ayTeHTUGMKaLmm, ecnm 3To TpebyeTca ans
KaKuX-mbo fONONHUTENbHBIX MOAYel. 3Ta HAaCTPOWKa BbINMONHAETCS Ha CTPaHuLLe KOHDUrypauum
ABYX(haKTOPHOWN ayTEHTURUKaLNK.

Ecnn B BUKK-CaiiTe He Ucnonib3yeTcst ob6si3aTeslbHast ABYX(haKTOPHas ayTeHTUduKaums,
NoJIb30BaTE/IN MOTYT 0TKA3aTbCs OT €€ UCMO0/Ib30BaHUS.

Mofb30BaTeNAM NPEeAOCTaBASETCS CIUCOK AOCTYMHbIX MOCTABLWMUKOB ABYX(aKTOPHON
ayTeHTUmMKauum, n oHn MoryT ob6aBnTb N1l060ro U3 HUX B CBOO Y4eTHYI0 3anuck. [lobasneHne
MoCTaBLLUMKa NoTpebyeT NOATBEPXKAEHNS HACTPOMKM C MOMOLLIbIO OAHOPA30BOr0 NapoJis.
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Monb30BaTeNN MOrYT YCTAHOBUTL NPEeANOYNMTAaEMOro NoCTaBLLMKa YCNYr B Ka4ecTBe NOCTABLLMKA
yCNyr Nno yMOA4YaHuI.

Bxon nonb3oBaTtens

Mocne TOro Kak noJib30BaTe b HACTPOMUT XOTA 6bl OAHOr0 NOCTaBLUMKA ABYX(HAKTOPHON
ayTeHTUMKaLNM, BUKN-CANT 3anpoCcuT BTOPON (hakTop aBTOPMU3aLIMM NOC/e YCneLwHoro 0bb14Horo
BXO[la B CUCTEMY.

Monb30BaTeslb MOXET UCMO0b30BaTh JI0OON N3 HAaCTPOEHHbIX M NPOBaNAEpPOB ayTeHTU(hMKaLMK,
NMo3TOMY HacTporKa kak Google Authenticator, Tak 1 anbTepHaTUBHOro 04HOPA30BOr0 Naposia Mo
3NEeKTPOHHOW MoYTe Mo3B0oJIsSEeT NOJb30BaTes0 UCMOJIb30BaTh 060 N3 3TUX METOL0B A5 BXOAA B
cuctemy. CneflyeT NOMHUTD, 4TO 418 3 EKTUBHON paboTbl HECKOJIbKMX MOoLyner HeobxoAnMo
NCKJIOYNTb eONHYI0 TOYKY OTKa3a, Hanpumep, HacTporka Google Authenticator n SMS-coobuieHunn He
cpaboTaeT, ecnm Nosb30BaTe b NOTEPSeT CBOM MOBUbHLIN TenedoH.

Jlrobon nosib3oBaTeNb, HE HACTPOUBLUNA ABYX(PAKTOPHYIO ayTEHTUPUKALNIO, MOXKET BOATU B
cuctemy 6e3 BBoAa TOKEHa uav 04HOPA30BOro napons n byaeT nepeHanpasiaeH Ha CTPaHNULY
HaCTPOMKW OBYX(haKTOPHOW ayTeHTUdUKauum, ecav agMMHACTPaTOpP BUKK noTpebyeT eé
MCMOJIb30BaHUS.

CTpaHuMua agMUHUCTpPaATOpa

Ha cTpaHuue agMUHUCTPaTOPa MOXKHO BK/IYUTbL COPOC HAaCTPOeK ABYX(AaKTOPHON ayTeHTUGMKaLnm
A5 Nonb30BaTenNeln, KOTOPbIM yAanoch 3abn0KMpoBaTh JOCTYn.

Ha cTpaHuue agMMHUCTPaTOpa HaXKMUTe KHOMKy «COHpoc» psfoM C UMEHEM MoJb30BaTens. ITo
yZLannT BCe HAaCTPOWKM NoJib30BaTeNA, U eMy NPUMAETCS 3aHOBO HACcTpanBaTb ABYX(HAKTOPHYIO
ayTeHTUpMKauno. Bo3MOXXHOCTU MHAMBUAYANILHOMO YPaBieHNA HaCTPONKaMu oS
NpefoTBpaLLEHNS HECAHKLIMOHMPOBAHHOMO [OCTYMNa HeT.

HacTpouku u napameTpbl

e optinout- HacTponTe ABa (hakTOPHbIX NapaMeTpa Kak optin, optout, n mandatory. lNo
ymMon4yaHuto:optin

e useinternaluid- Mpu oTKNOYEHNM OBYX(PAKTOPHOM ayTEHTU(MKALMM OHa NpueBa3aHa K IP-
agpecy nonb3oBaTens. Mpu KaxxaoM n3MmeHeHun IP-agpeca nosb3oBaTeNto HeobxoanmMo
NPOXOANTb NOBTOPHYIO ayTEHTUDUKALMIO. ITO NoBbllaeT 6e30nacHOCTb, HO MOXeT BbITb
HeynobHO Ana nonb3oBaTtenein. Mo ymondaHuio:enabled

e trustedIPs- PerynspHoe BbipaxxeHue s conocTtaBieHuns c IP-aapecom nonb3oBaTtens.
Monb3oBaTensm ¢ coBnagatowmum IP-agpecom He TpebyeTcs ykasbiBaTb BTOPON hakTop
ayTeHTudukauun. NonesHo, Hanpumep, onsa TpeboBaHNa ABYXDAKTOPHOM ayTEHTUMKaLNK
TOJIbKO BHe ogumca. 1o ymonyaHuio: He 3a4aHo.

JonoNHUTENbHbIE NAapaMeTPbl HACTPONKM AOCTYMHbI A5 OTAE/IbHbIX MOCTABLUMKOB YCAYT.
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BHeapeHUue HOBbIX NOCTAaBLLUKOB ycnyr
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MpoBanaepbl — 3TO NaaruHbl LeNCTBUN, HacneayoLmne oT Kiacca
\dokuwiki\plugin\twofactor\Provider. OHV [O/XKHbI Peasn30BbiBaTb KaK MUHUMYM BCE
abCcTpakTHble MeToAbl, HO MOTYT NnepeonpenensaTs Aobble Apyrue MeToAbl B 3TOM Kfacce. Jlyywe
BCEro 03HaKOMUTLCA C CYLEeCTBYIOLWMMMN NaarnHamm npoBanaepos, 4Tobbl y3HaTb bosbLue.

Cnepytowme cTapble NOCTABLUNKK YCAYT ewle He 0bHOBEHbl AN paboThl C 3TOM BepCMeEn naaruHa:
e SMS-yCcTponcTBO
e SMS-wwnio03

e lO6unayT

I'IomanyMCTa, CBSXKUTECh C HaMW, eC/IN Bbl XOTUTE 3aKa3aTb 06HOBNEHNE YKa3aHHbIX BbllLE CEPBNCOB
nnn coeepLieHHO HOBbI cepsuc.

NlonosiHeHMa n ®annbl

e CCblIKa Ha OPUrMHaNbHYO CTaTbIO
e CkayvaTb twofactor
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