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AByxcdakTopHaa ayTeHTUPUKaLUa —
OCHOBHOM NJNAarvH

—- plugin —- description: MpenocTaBngeT MOAYNbHYO (PYHKLNOHANLHOCTb ABYX(aKTOPHOM
ayTeHTudukaumm gna DokuWiki. author : Andreas Gohr, Michael Wilmes email :
dokuwiki@cosmocode.de type : action, admin lastupdate : 2024-03-27 compatible : Hogfather, Igor,
Jack Jackrum, Kaos depends : attribute conflicts : similar : authgoogle2fa tags : 2fa, two-factor,
security, authentication

downloadurl: https://github.com/cosmocode/dokuwiki-plugin-twofactor/zipball/master bugtracker :
https://github.com/cosmocode/dokuwiki-plugin-twofactor/issues sourcerepo :
https://github.com/cosmocode/dokuwiki-plugin-twofactor/ donationurl:

screenshot img :

STOT MOAYNb NPenoCTaBAfAET BUKU-CUCTEME ABYX(PAKTOPHYIO ayTeHTugpmKaumo. OH paspaboTtaH ana
paboThl C Nt0OLIM MEXAHU3MOM ayTEHTUMUKALMN HA OCHOBE BUKW, MOALEPXKMBAIOLWLNM METOA,
‘getUsers' (BONoOSIHUTENbHYIO MHpOPMaLMIO CM. HUXe). nsa paboTel 3TOro Mmoayns TpedbyeTcsa Kak
MWUHUMYM OVH MOAYJIb ABYX(PaKTOPHON ayTEHTUDUKALUN (MepedncieHbl HUXe).

YcTaHOBKaA

! NMPOYUTAWUTE NEPEQ OBHOBJIEHUEM. MnarvH A8yxhakTOPHON ayTEHTUMUKaLMN Bbin
nepenucaH B 2022 roay. MNpun obHoBneHnn ¢ ntobon Bepcuu, BoinyLeHHon Ao 07.04.2022, BaM Takxe
Heobxoaumo 0bHOBMTE BCE NNarvHbl, NepedvncieHHble Huxe! He BCe NpeXxHMe nocTaBLLNKK
LBYX(haKTOPHON ayTeHTuduKaLmm deianm 0o6HoBNEHbI. HaCTPONKK ABYX(aKTOPHON ayTeHTUdUKaL MM
nonb3oBaTeNs AO/HKHbI Mpoao/KaTe paboTaTh nocne obHoBNeHMA. CTapbI NaaruH no-npexxHemy
MOXXHO CKa4aTb.

¢ O6paTuTe BHMMaHWe, YTO NOPSALOK YCTAHOBKU 1 yAaNeHNa naarmHoB ABYX(aKTOPHON
ayTeHTUPUKaLMM 04eHb BaxkeH! [115 yCTaHOBKU UCMNOJIb3yNTe CAelyowni nopsaokK, a ans
yoaneHus — obpaTHbIn:

1. YcTaHoBuTe nnaruH atpubyTos.
2. YcTaHoBuTe nnarmH Two Factor Core (BOT 3TOT).
3. YcTaHoBMTE X0TA Bbl 0ANH CEpPBUC ABYX(HAKTOPHOM ayTEHTU(MKALNN:
o Email - OTnpaBka 04HOPA30BOro NapoJsis Nonb3oBaTeso C UCNOJIb30BaHNEM ero agpeca
3JIEKTPOHHOW NOYTbI, 3apernctpuposaHHoro B DokuWiki.
o Alternate Email - oTnpaBka 04HOPa30BOro napoJsis nojib30BaTesito C UCMOJIb30BaHNEM
agpeca 3/1eKTPOHHOWN NoYTbl, He 3aperncTpupoBaHHoro B DokuWiki.
o Google Authenticator - paspewnTte ncnonb3osaHune Google Authenticator ona reHepaumm
TOKEHOB A1 BXOLa B CUCTEMY.
o Telegram - OTnpaBbTe 04HOPA30BbLIN Naposib B Telegram.
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Hanaute v ycTaHOBMTE MarvH ¢ nomoLbio MeHexepa pacumpeHnin. UIHCTpYKUMKM No pyvHown
yCTaHOBKe MJIarMHOB CM. B pasfene «lnaruHbl».

Ana KoppekTHoM paboTbl 3TOro niaruHa TpebyeTca npeaBapuTenbHasa HacTponka. OLHaKo OH He
OyneT KOH(MANKTOBATb C CYLLECTBYIOWMMN NarnHaMy ayTeHTUugmKaumm,. 3ToT niaruH
«obopaymBaeT» MOAYNb ayTEHTU(MMKALMKN, HE NO3BOIASA MNOJb30BaTENIO NOAYYUTb AOCTYN K BUKW 80
3aBeplleHnsa ABYX(aKTOPHOW ayTeHTUGUKaLUN.

B 3aBMCUMOCTM OT HAaCTPOEK MOZY NS ABYX(PAKTOPHON ayTEHTU(HMKALIMK, NONb30BATENN CMOTYT
MPOA0JIXKATh MOJIb30BATLCSA BUKMN 63 NCMO/Ib30BaHNSA ABYX(PAKTOPHON ayTeHTUHUKALIIN.

)XypHan usMeHeHu#H

e Merge pull request #14 from gkrid/master (2026/03/08 11:21)

e Version upped (2026/02/27 02:09)

e fix wrong logical check (2026/02/26 16:56)

e Version upped (2026/02/26 02:11)

Allow token based logins without 2fa for automated access (2026/02/25 12:31)
translation fix (2026/01/28 15:14)

translation fix (2026/01/28 14:58)

polish translation (2026/01/28 14:39)

Kak 310 paboTtaer

970 HE nnarun ayteHTudukaumm. Bmecto 37oro, 370 6apbep Mexzay BalluMmn nosib3oBaTesIaMu 1
BMKW. Korfa noJsib30BaTesib BXOAUT B CUCTEMY, HO He npoLues ABYX(PAKTOPHYI0 ayTEHTU(RNKALNIO, OH
nepeHanpassgeTCa Ha CTPAHULY HAaCTPONKK OBYX(haKTOPHOW ayTeHTU(pUKaLmum (ecnm oHa
oba3aTenibHa 4719 BUKW) UKW Ha OTAENbHbIA 3KPaH, F4e OH MOXET BBECTU t060M NoNyYeHHbIN
04HOpa30BbIN Naposb (OTP). TO 03HAYaeT, YTO TEOPETUYECKMN 3TO BOMKHO paboTaTh ¢ JIKOBbIM
NnaarnHOM ayTeHTUMKaLnK.

HacTtpounka nonb3oBaTens

Ana ncnonb3oBaHUs ABYX(AKTOPHON ayTeHTU(MUKaLMM Nob30BaTeNl0 HE0OX0AMMO CHavasla
HacTponTb COOCTBEHHbIE NapaMeTpbl ABYX(DAKTOPHON ayTeHTUMKaLmm, ecnm 3To TpebyeTca ons
KaKuX-mbo fONONHUTENbHbIX MOAYel. 3Ta HaCTPOWNKa BbINONHAETCS Ha CTPaHuLLEe KOHpUrypauum
ABYX(aKTOPHOM ayTeHTU(KaL MW,

Ecnn B BUKK-CaliTe HE UCMOJb3yeTCs 006s3aTeNbHas ABYX(PaKTOpHaa ayTeHTUPUKALMS,
MoJib30BaTe/IM MOTYT OTKA3aThCsA OT €€ 1CMosb30BaHNS.

Mofb30BaTeNsAM NPeAOCTaBASETCS CNUCOK AOCTYMHbIX MOCTAaBLMUKOB ABYX(aKTOPHOIA
ayTeHTUMMKaLNUK, U OHK MOTYT 006aBUTb NIIOOOro U3 HUX B CBOIO Y4eTHYI0 3anuck. [lobasneHne
NnocTaBLMKa NoTpebyeT NOATBEPKAEHNS HACTPOVKIM C NMOMOLLIbIO OJJHOPA30BOro NapoJs.

Monb30BaTeNN MOrYT YCTAHOBUTL NPEeANoYNTaEMOro NocTaBLLMKa YCNYr B Ka4ecTBe NOCTABLLMKA
YyCNyr No yMOAYaHWIO.
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Bxop nosnb3oBaTens

Mocne TOro Kak NnoJsib30BaTeslb HACTPOMUT XOTS Obl OIHOr0 NOCTABLUMKA ABYX(HAKTOPHON
ayTEHTUMKALNN, BUKU-CAT 3aNpOCUT BTOPOI (hakTop aBTOPU3aLMK NOC/e YCMeLHoro obbi4Horo
BXOAa B CUCTEMY.

Monb3oBaTelb MOXET UCMO0J1b30BaTb JII0O0M M3 HACTPOEHHbLIX UM MPOBaNAEPOB ayTeHTURUKaLUNK,
No3TOMY HacTponka kak Google Authenticator, Tak 1 anbTepHaTUBHOr0 04HOPA30BOr0 NApPONA Mo
3N1EKTPOHHONM MOYTe MO3BOJISET NOJSb30BATESO UCMOSIb30BaTh 060 N3 3TNX METOAOB A/ BXOAA B
cuctemy. CnefyeT NOMHUTL, 4TO 4119 3 (EeKTUBHON paboThl HECKObKMX MOoLynen Heobxoanmo
NCKNIOYNTb enHYI0 TOYKY O0TKa3a, Hanpumep, HacTponka Google Authenticator n SMS-coobuieHnin He
cpaboTaeT, ecnv Nosib3oBaTENb NOTEPSAET CBOM MOBUNBLHLIN TeNeoH.

Jliobon nonb3oBaTeNb, HE HACTPOMBLUNIA ABYX(PAKTOPHYIO ayTEHTUPUKALNIO, MOXXET BOATU B
cuctemy 6e3 BBOJa TOKeHa wiv 04HOPa30BOro naposs u byaeT nepeHanpasieH Ha CTPaHWULY
HaCTPONKY ABYX(AKTOPHON ayTeHTUPMKaLNK, eCNn alMAHUCTPATOP BUKK NoTpebyeT eé
MCMOJIb30BaHUS.

CTpaHMua agMUHUCTpPaTOpa

Ha cTpaHuue agMUHUCTPATOpPa MOXHO BKJIYUTbL COPOC HACTPOeK ABYX(AKTOPHON ayTeHTUGMKaLNN
AN Nonb30oBaTeNeln, KOTOPbIM yaanoch 3abnoKnpoBaTb AOCTY.

Ha cTpaHuue agMUHUCTPaTopa HaXkMnTe KHOMKy «COpoc» psaoM C MMEHEM MOb30BaTeNS. ITO
yOAnUT BCe HAaCTPOWMKM MOsb30BaTeNs, U eMy NPUAETCA 3aHOBO HACTPamMBaTb ABYX(AKTOPHYIO
ayTeHTUdUKauno. BO3MOXXHOCTM MHANBUAYASIbLHOMO YNpaBAeHNs HaCTPOMKaMn Ans
npefoTBpaLeHns HeCaHKLNOHNPOBAHHOMO JOCTYMNa HeT.

HacTpouku n napameTpbl

e optinout- HacTtponTe aBa hakTOpHbIX NapameTpa Kak optin, optout, n mandatory. Mo
ymon4yaHuo:optin

e useinternaluid- Mpu oTKAOYEHUN ABYX(PAKTOPHON ayTEHTUDUKALUN OHA NpuBsA3aHa K IP-
agpecy nonb3oBatens. [pu Kaxx4oM n3MeHeHum IP-agpeca nosib3oBaTeNto HeobxoaAnmMo
NPOXOANTb NOBTOPHYIO ayTEHTU(PUKaLMI0. ITO NOoBbIaeT 6e30MacHOCTb, HO MOXeT BbIThb
Heyn06HO Ana nonb3oBaTenein. Mo ymonyaHuto:enabled

e trustedIPs- PerynapHoe BblipaXxeHune s conoctabsieHns ¢ IP-agpecom nosib3oBaTens.
Monb3oBaTensMm ¢ cosnagarowum IP-agpecom He TpebyeTcs ykasbiBaTb BTOPON (hakTop
ayTeHTudukaLmu. MNonesHo, Hanpumep, Ana TpeboBaHNs ABYX(HaKTOPHON ayTeHTUdUKaL MK
TOJIbKO BHe ouca. 1o ymon4aHuio: He 3a4aHo.

HononHnTeNnbHbIE napaMeTpbl HBCTpOI7IKVI OOCTYMNHbI ONA OTAeJIbHbIX MOCTaBLLUMKOB YCIYT.
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BHeapeHUue HOBbIX NOCTAaBLLUKOB ycnyr

wiki:plugin:twofactor https://wwoss.direct.quickconnect.to/doku.php?id=wiki:plugin:twofactor&rev=1768725077

MpoBanaepbl — 3TO NaaruHbl LeNCTBUN, HacneayoLmne oT Kiacca
\dokuwiki\plugin\twofactor\Provider. OHV [O/XKHbI Peasn30BbiBaTb KaK MUHUMYM BCE
abCcTpakTHble MeToAbl, HO MOTYT NnepeonpenensaTs Aobble Apyrue MeToAbl B 3TOM Kfacce. Jlyywe
BCEro 03HaKOMUTLCA C CYLEeCTBYIOLWMMMN NaarnHamm npoBanaepos, 4Tobbl y3HaTb bosbLue.

Cnepytowme cTapble NOCTABLUNKK YCAYT ewle He 0bHOBEHbl AN paboThl C 3TOM BepCMeEn naaruHa:
e SMS-yCcTponcTBO
e SMS-wwnio03

e lO6unayT

I'IomanyMCTa, CBSXKUTECh C HaMW, eC/IN Bbl XOTUTE 3aKa3aTb 06HOBNEHNE YKa3aHHbIX BbllLE CEPBNCOB
nnn coeepLieHHO HOBbI cepsuc.

NlonosiHeHMa n ®annbl

e CCblIKa Ha OPUrMHaNbHYO CTaTbIO
e CkayvaTb twofactor
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